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Abstract
Despite various advances in health care applications, Intrusion 
detection remains a challenging task in wireless network due 
to numerous amount of traffic and large amount of sensitive 
data leading to various cyber attacks (DDoS, MITM, scan etc). 
The sensors are used to collect the real time data of patients or 
wearable devices and send the same to doctors for analyzing 
various diseases in early stages using IoT. Wireless network is 
vulnerable to intruders, mainly for carrying sensitive informa-
tion hence this paper proposes supervised machine learning 
technique B-GNB to detect various attacks in Health care data 
in IuT. The proposed model chooses the best features and ac-
curately classifies attacks with 96% accuracy. 
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1. Introduction
Among the many successful applications of the

Internet of Things are medical applications, smart 

farming, smart transportation, smart communica-
tions, and smart housing, to name just a few. This list 
is not meant to be exhaustive. IoT, which stands for 
“Internet of Things, ” is a network of devices that are 
connected to each other.. This control can be done 
remotely or locally. When bringing devices connect-
ed to the Internet of Things into operation, a variety 
of distinct parameters must be evaluated.. These pa-
rameters include connection range, data rate, battery 
life, mobility, latency, and gateway modem security. 
When Low-Power Wide-Area Networking (LPWA) is 
used, data is transferred using Narrowband Internet of 
Things. NB-IoT offers a multitude of possible advan-
tages, some of which include low power consumption, 
low device costs, simple installation, compatibility 
with a large number of IoT devices, enhanced range, 
and its capacity to upload and download data. 

The advent of 5G networks was motivated in large 
part by the need to support a vast number of Inter-
net of Things (IoT) devices. Which provide download 
speeds that are ten times faster than those offered by 
LTE networks. IoT devices may now share data and 
communicate with one another in a much more ex-
pedient manner as a direct consequence of this de-
velopment. When this network is fully functional, it 
will be able to provide dependable service, which will 
lead to an increase in the network’s reach, a decrease 
in the network’s latency, and an improvement in the 
network’s reliability. Microcells that operate on the 5G 
network are able to send data to a large number of de-
vices all at once. The software-defined nature of 5G, 
together with its utilisation of network slicing and vir-
tualization, makes it challenging to maintain network 
security. [1], [3] 

As the Internet of Things rolls out, it will be nec-
essary to simultaneously enhance the speed of com-
munications between various sensors and decrease 
their latency. This will be a must in order to meet the 
demands of the 5G Internet of Things. It is anticipated 
that the 5G network will be capable of supporting a 
wide variety of applications in the not too distant fu-
ture. It is inevitable that the developers of software’s 
security concerns will become more pressing as the 
number of users who utilise the programme grows. 
Because of this, it is extremely important to categorise 
the various kinds of assaults and to take precautions 
against those that are common but have the potential 
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to be destructive. Some examples of these kinds of as-
saults include distributed denial-of-service (DDoS) 
attacks, man-in-the-middle (MITM) assaults, and 
probing. Therefore, in order to evaluate the efficacy of 
a variety of attacks, approaches from the field of ma-
chine learning are applied to data sets that have been 
sufficiently benchmarked. 

There is a classification system that provides each 
kind of assault with its own unique collection of char-
acteristics and points values. The true nature of the at-
tacks has been warped as the number of daily attacks 
has increased, making it impossible to verify their ori-
gin using traditional investigation methods. Because of 
this, there has been an increase in the number of attacks 
that occur each day. If the characteristics of each assault 
have not been thoroughly explored, categorised, and 
investigated for discrepancies, it is impossible to accept 
the conclusions that have been drawn from the investi-
gation. Since this is an example of supervised learning 
[4] and the output class has already been decided, the 
methods of machine learning are utilized. 

2. Related work
Several scholars in the past have conducted study 

that is analogous to what we are doing now with the 
Internet of Things. Experts are continually conducting 
new research on this subject. 

Abdullah Alsaedi et. al and his colleagues tested 
the performance of a wide variety of machine learning 
algorithms and deep learning models for binary and 
multiclass categorization using the IoT TON dataset. 
CART yielded substantially more favorable findings, 
the F-score is 0.88, the accuracy is 88%, the precision is 
0.90, the recall is 0.98, and the correctness rate is 0.90.
The accuracy of a test that involved binary classifica-
tion was determined to be 77%, while the recall score 
was 0.77 and the F-score was 0.75.Additionally, the 
F-score was much higher than the recall score. When 
compared to binary classification, CART demonstrat-
ed superior multiclass classification accuracy. The ac-
curacy of CART was higher than that of binary clas-
sification. When compared to the performance of the 
two-fold model, the researchers Faisal Hussain et al. 
[2] found that the average performance of the ResNet 
scan-2 model in recognizing DDOS attacks improved 
by 99.01% precision, 98.79% recall, and 98.82% f-score 
using the Resnet2.

IbbadHafeez and his colleagues [3] conducted a 
study in which they examined three distinct data sets, 

70% of which were used for training and 30% for test-
ing. It analyses network data using a combination of 
fuzzy C-means clustering and fuzzy interpolation to 
discover potentially harmful events that may occur on 
the network. CNN validation was done with the use of 
BoT-IoT, IoT Network Intrusion, MQTT-IoT -Ds-1, 
and IoT -Ds-2.While other datasets only obtain a de-
tection rate of 99.3%, CNN achieves a detection rate of 
99.7%. Only 0.02% of all cases are caused by the phe-
nomenon known as false positives. 

Research was carried out by Anndre. on the UN-
SWNB – 15 data set to investigate the very effective 
attack detection mechanisms contained within it. 
The forecasts that L. Cristiani and his colleagues [4] 
made on potential attacks turned out to be accurate 
in a number of different ways. This method is mal-
leable and can be modified to address a wide variety 
of possible dangers. DoS, exploit, generic, probing, 
and routine attacks are the five most common major 
categories of attacks. Each of these categories is then 
broken down into its own set of subcategories. A de-
nial of service, or DoS, attack prevents the individual 
or organisation being attacked from using the service 
that is being targeted. The proposed technology is so 
excellent at detecting instances of infiltration that it 
misses less than 2% of opportunities. This indicates 
that the method is quite good. According to the find-
ings of their analysis, Nithin Kumar Sahuet. al [5] used 
the multiclass attacks that were included in the DS20s 
dataset to perform their investigation. The precision of 
the tests performed with logistic regression and artifi-
cial neural network machine learning was found to be 
99.4%. The application of ANN for the identification 
of anomalies involves only a small amount of time for 
both prediction and training, yet it produces accurate 
results. Using the information that was received from 
the logs, Arul Stephen et. al [6] analysed the function-
ality of the IoT Network. Several methods for super-
vised machine learning have been utilised throughout 
the course of the inquiry. GNB was only able to de-
tect 84% of multiclass assaults such as DDOS, MITM, 
probing, and improper setup, but Extra Tree Classifier 
was able to reach 94% accuracy with 0.09s of train-
ing time and 0.95 precision. In addition, the learning 
curve for Extra Tree Classifier is significantly steeper 
than that of GNB. In addition to that, the accuracy of 
the additional tree classifier was 94%. 

Eirini Anthiet. al [7] studied the various charac-
teristics that are used in the standard techniques for 
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categorizing, detecting, and classifying assaults. We 
use a three-layered intrusion detection system (IDS) 
that is capable of multiclass detection in order to clas-
sify the 12 different attacks as either a DOS, MitM, 
reconnaissance, or replay. In each of the three stud-
ies, decision trees, and more especially the J48 form, 
proved to be the most accurate classifiers, which in-
dicates that these graphs are the most effective means 
of dealing with the problem that is currently at hand. 
If one were to spend their time forecasting in a more 
productive manner, they would have the opportuni-
ty to achieve an accuracy of 90.2%, 90%, or 92%, re-
spectively. KinzaShafiqueet. al [8] carried out research 
on the challenges involved in standardizing different 
nodes connected to the Internet of Things and the 
quality of service needs for 5G Internet of Things. At 
each level, both currently active and potentially future 
5G Internet of Things and security breach patterns 
were investigated and analysed. After doing research 
on the AeganWifi dataset, MuhamedErzaAminato et 
al[9] resorted to impersonation assaults in order to ac-
complish distinguishable deep feature extraction and 
selection (AWID). Both the testing dataset and the 
training dataset were completely different from one 
another. When compared to other models of machine 
learning, the SVM’s 0.02 criterion was successful in 
accomplishing the goal of achieving a lower false-pos-
itive rate. 

Within the CICIDS 2017 data collection, Wooseok-
Seo et. al [10] observed instances of individuals from 
different social classes engaging in aggressive be-
haviour towards one another. The level 1 classifier will 
initially extract a minimal feature set from the packet 
in order to encourage rapid classification and the de-
tection of hazards in real-time. This is done in order to 
facilitate faster identification of threats. The primary 
purpose of the level 2 classifier is to manage flows that 
the level 1 classifier was unable to appropriately cate-
gorise. This is the only function of the level 2 classifier. 
The random forest approach achieves an outstanding 
performance in terms of precision and recall scores, 
both of which are 99.8 out of 100, as well as its F-score, 
which is 0.99.Based on these findings, it is evident that 
the algorithm is extremely efficient

Researchers Nadia Chaabouniet. al [11] The In-
ternet of Things poses vulnerabilities in the form of 
multi-level network assaults, as revealed. With the 
support of supervised models, we were able to achieve 
a significant advancement by lowering the percent-

age of false positives to 0.01%, which is a significant 
decrease. Cross validation was utilised in an experi-
ment conducted by Jamul et al. [12], in which the re-
searchers trained on 90% of the data and then tested 
on 10% of it. As a result of this, they were in a posi-
tion to analyse NSL-KDD in conjunction with KDD 
99.When combined with Adaboost, K means can pro-
duce results with greater precision. Mohmudarl Hasan 
et. al[13] used a dataset including 3, 579, 522 samples 
and 13 variables to evaluate the efficacy of a variety of 
different methods and compare them to one another. 
As features, we decided to go with Denial-of-service 
assaults, data type probing, malicious control, mali-
cious activity, scan, espionage, inadequate configura-
tion, and Normal. The Artificial Neural Network, De-
cision Tree, and Random Forest all achieve a level of 
accuracy of 99.4 percent. which is exceptionally good. 
On the other hand, Random Forest excels in a number 
of other respects as well. Researchers under the direc-
tion of Liang Xiao et. al and his colleagues [14] used 
supervised learning techniques to detect malware with 
a success rate of 99.7 and 99.9 percent, respectively 
(using KNN and Random forest). It is not impossible 
for random forests to produce the most accurate pre-
dictions. 

The model that was developed by Ahmed samy et 
al [15], LSTMDeepLearning serves as the foundation 
for the framework, which is then deployed on distrib-
uted fog nodes. A cloud-based service, which is also 
responsible for its maintenance, is in charge of ad-
ministering it and ensuring that it is maintained up to 
date. The proposed structure can be thought of as a 
set of discrete operations, such as DL model training 
and testing, framework rollout, traffic analysis, attack 
detection, and management enhancements. These are 
all examples. LSTM performs far better than any oth-
er approach to machine learning in terms of accuracy, 
precision, and recall. This advantage is particularly 
pronounced in the case of accuracy. During the course 
of our investigation of the CICIDS-2017 dataset, we 
made use of the KNN, RF, ID3, and quadratic discrim-
inate analyses (QDA). 

In the presence of Ala Al-Fuqaha et al. [16] and 
other members of his team, research was conducted 
to gain an understanding of the effects of the Internet 
of Things and the need for a new generation of data 
analytics techniques and systems capable of managing 
large volumes of data produced by IoTdevices. In the 
IoT, user privacy and data security are more critical 
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than speed, dependability, and management. The next 
topic that we discussed was Big Data, which is a by-
product of the Internet of Things. We also discussed 
the necessity of a new generation of data analytics 
methodology and tools that have been built specifi-
cally for IoT big data. It has been shown that cutting 
down on the amount of data required for real-time 
analysis can have a variety of positive effects in a vari-
ety of different areas. Furthermore, the importance of 
cloud and fog computing in the Internet of Things was 
brought to everyone’s attention. For the Internet of 
Things implementation to be successful, cloud-based 
technologies are required to be utilised for the purpos-
es of data storage, analysis, and comprehension of the 
huge volumes of data generated by IoT devices.. 

A study on vulnerabilities in security approach-
es was carried out by Hussain and colleagues [17]. 
It is possible to rectify these errors, In addition, the 
existing machine land deep learning approaches are 
investigated in great detail in order to discover an-
swers to the myriad network security concerns that 
are brought about by IoT devices. We also evaluate 
the potential future of machine learning and deep 
learning-based research in the field of the Internet of 
Things (IoT). In light of this fact, it is of the utmost 
importance to consider various alternatives for the 
protection of user privacy and data security while 
applying ML and DL to carry out analytics on IoT-
networks. It was established that there was a rate of 
0.01% for false positives. 

Mao Yi et. al. in addition to the remaining mem-
bers of the industrial workforce [18]. A dynamic stain 
spreadingbased intelligent early warning vulnerabil-
ity detection system has been proposed in IoT. This 
demonstrates that control constraints can be utilised 
successfully in the constraint state calculation that 
is being performed in this investigation. As a result, 
the assertion that the constraint state security detec-
tion method may successfully detect security breaches 
when combined with an upgraded range constraint 
and a control constraint receives additional backing 
from this piece of evidence. When testing for BVC us-
ing CSC, the false-positive rate is 0%, however when 
using CSSC, the rate is 14.5%. 

The primary objective of Rajesh Kalakoti et. al and 
his co-authors’ study [19] was said to be tolower the 
workload of machine learning projects by minimiz-
ing the number of required characteristics. In order 
to complete these projects, you will need to find solu-

tions to binary and multiclass classification challenges 
of a botnet. We were able to discover the feature sets 
for each of the classification challenges that we were 
given by combining filtering and wrapping strategies 
with specialized machine learning techniques. This 
allowed us to solve the problems that we were given. 
The findings from the experiment provide evidence 
that lends credence to this interpretation. When all of 
the prerequisites are satisfied, it is possible to achieve 
detection rates that are among the highest those who 
have ever studied have recorded. There is a significant 
range of choice available in terms of the packaging. 
The utilisation of a filter mechanism does not in and 
of itself guarantee that the feature set will be in its best 
possible state, notwithstanding the formulation of the 
problem in whatever way. 

According to Mohammed Vazid et. al and his col-
leagues [20], the confluence of three technologies 
enables easier access to the data that is generated by 
devices that are connected to the Internet of Things. 
When it comes to performing data analysis on the in-
formation produced by these kinds of devices, having 
an entry of this type is really helpful. The Intelligent 
Internet of Things ecosystem is produced by the con-
vergence of artificial intelligence (AI), the Internet of 
Things and 5G cellular networks. Coverage was pro-
vided for a few of the 5G IoT’s potentially vulnerable 
spots and entry points in the attack vector map. 

SumitPundir et. al and his colleagues [21] investi-
gated the many different kinds of attacks that may be 
carried out against WSN and IoT communication sys-
tems, in addition to the many security requirements 
that each would need to meet. In addition, discussions 
centre on newly developed projects that make use of 
WSNs and the internet of things. Following this, we 
will supply an in-depth description of the threat mod-
el that is utilised during the procedure of safeguarding 
communications that are dependent on WSN and IoT. 
A connection between sensor networks and the IoT 
is another topic that we cover, as is the significance of 
security as well as the different kinds of assaults that 
could be launched against such a connection. 

A software-based technique of attestation was pro-
posed by Muhammad Naveed Aman et. al [22] and his 
colleagues. According to this method, remote verifiers 
use machine learning (ML) classifiers to authenticate 
the internal state of an Internet of Things (IoT) device 
by inspecting the memory dump of the device. This 
technique was developed with the assumption in mind 
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that remote verifiers could carry out the verification 
process remotely. The development of this technique 
involved delving into the memory dump of an Inter-
net of Things device and analysing the data that was 
discovered there. The proposed approach not only 
accurately identifies attacks, but it also has a latency 
that is 96% less than that of earlier methods, as deter-
mined by the outcomes of many tests carried out on a 
real-world prototype. 

Threat identification was carried out by Aram Kim 
et. al [23] and his colleagues in order to lessen the 
number and intensity of attacks carried out by insid-
ers. In the process of classifying the techniques, attack 
vector modelling and role analysis were incorporated. 
Process analysis and role analysis were also used in the 
categorization of the approaches. Advantages of these 
three approaches include the use of process analysis to 
identify vulnerabilities, the use of role-based analysis 
to assist in the detection of attacks, and the use of at-
tack vector model to offer an insider attack taxonomy. 
Process analysis, role-based analysis, and attack vec-
tor model are all described in the following sentence. 
Insider Threat Detection (ITD) is a tool that is used 
to identify actions related to the environment that are 
not typical of the setting. 

In order to create neural networks and estimate 
behaviour information, SalihSevgican et. al and his 
colleagues [24] used three separate machine learning 
techniques. Linear regression and recursive neural 
network methodologies are used. The outcomes of 
the study were written up and presented in an issue of 
Nature Communications. When it comes to estimat-
ing the load on a network, techniques based on neural 
networks perform significantly better than linear re-
gression and logistic regression, respectively. The tree-
based gradient boosting method, on the other hand, 
outperforms the performance of both of these meth-
ods when combined. 

In addition to a few other people, Chen Xu et. al 
[25] investigatedthe Monitoring of Internet of Things 
packets moving upstream is essential for identifying 
DDoS attacks andboosting network performance. If, 
online DDoS detection relies on inspecting each and 
every data packet, then network latency and process-
ing burden will be significantly increased. The novel 
approach not only decreases the sample rate by more 
than 70 percent, but it also demonstrates improved ro-
bustness when subjected to alterations in the bound-
ary conditions

3. Materials and Methods

3.1 Dataset Collection and Description
The Open-Source IoT Device Network Logs data-

set was collected from the Kaggle [6]. In this Dataset 
there are 477426 data, 13 input features, and one out-
put label class called normality. 

For the purpose of aggregating data from open-
source Internet of Things device network records, 
Kaggle was utilised. 

Target Class in dataset
The various attacks and its number of data in 

this dataset are shown in Table 1

Table 1
Dataset Description

Attacks Number of data
Normal 79035
Wrong set up 82285
DDos 79020
Probing 70002
Scan 79052
MITM 79032
Total 477426

Types of Attack: 
Wrong set up: The data is corrupted because the 

system configuration was incorrect and it accessed 
the network from a configuration that was not the 
planned configuration. 

Distributed Denial of service: An intruder can 
make a host inaccessible to other services by bom-
barding it with a large number of packets. [2], [5], [25] 

Data type probing: The intruder utilises a data 
type that is not the specified data type. 

The intruder makes use of a data type that is not 
the data type that has been supplied. 

Scan attack: Is a software application designed to 
probe the host. 

Man in the Middle (MITM): Intercepts the data 
sent from sender to receiver and establishes another 
link without knowledge of sender and receiver. [7], [23] 

Data that is being sent to a recipient can be inter-
cepted and a new link can be established without ei-
ther the sender or the receiver being aware of what is 
happening. [7], [23] 
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Normal : The data is accurate and does not contain 
any potentially damaging data. 

4. Methodology Discussion
The proposed methodology involves the follow-

ing steps. 

Data collection : 
The dataset was taken from Kaggle, and it consists 

of an assault on multiple classes. The data collection is 
preprocessed by utilising one hot encoding to trans-
form category categories to numerical values. This 
completes the preprocessing step. 

Data preprocessing : 
During the evaluation of the dataset, the avail-

ability of important data is taken into consideration. 
During the preprocessing phase, outliers are removed, 
and the postprocessing phase involves replacing miss-
ing values with the mean. It is possible that the accu-
racy of the predictions made by the machine learning 
algorithm would suffer if insufficient preprocessing is 
carried out. 

Fig. 1.Bagging based GNB methodology

Feature selection : 
The computation of information gain makes it 

possible to determine the relationship that exists be-
tween each attribute [19] and the result. One must 
first hazard an educated guess on the entropy of the 
entire collection in order to calculate the information 
gain, and then use that information to guide their de-
cision-making process. 

 Entropy H(S) =∑ P(X) log 1/P(X) - (1) 

Where H(S) is entropy of entire set

H(S, X) =Entropy applying each feature say X1 … XN

Information Gain: 

 IG(S, X) =H(S) – ∑ P(X) *H(X) (2) 

Where 

 P(X) = (Number of attacks) / (Total target output) 
(3) 

The feature with highest gain is chosen as best feature 
for predicting multiclass attack in our dataset. Features 
like frame number and frame time have least correlation 
with respect to output class hence the two features are 
neglected in predicting attacks in our data set. 

For the purpose of producing realistic projections 
of assaults across a broad spectrum of categories, we 
choose the property in our dataset that produces the 
greatest rise in frequency. The approach that we use 
to forecast attacks based on our data set does not take 
into account the frame number or the frame time be-
cause these variables have the lowest connection with 
the output class. 

Fig 2: Feature selection

Ranking Best features Gain
1 Value 0.16
2 Ip. src 0.13
3 Tcp. srcport 0.11
4 Eth. src 0.093
5 ip. proto 0.09

Training and Testing Data set: 
Following completion of the data preprocessing 

and selection of the features, the dataset is first trained 
using 80% of the data and then tested using the re-
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maining 20%. [12] –[15] The observations that are in-
cluded in the training set are used by the algorithm as 
a point of reference so that it can learn from its previ-
ous experiences. To evaluate the output of the model, a 
performance metric is applied to the observations that 
are contained inside the test set. 

Gaussian Naive Bayes classifier
The Bayes neural network is an example of a prob-

abilistic classifier that can differentiate between a wide 
variety of categories. It is an application of Bayes’ the-
orem (GNB). The Guassian model is the one that re-
quires the least amount of work because all that needs 
to be calculated from the training data set is the mean 
and the standard deviation. Determine whose poste-
rior is bigger based on the data you get by calculating 
the mean and standard deviation of each attribute and 
then comparing the two. You will be able to determine 
the sample’s distribution with the help of this

 
2 2( ) /2

2

1( / )
2

xP x y e   (4) 

Where μ is the mean and σ is the variance. In Naïve 
bayes algorithm Frequency table is created for each 
feature and probability of occurrence is based on con-
ditional probability

P(A/B) = (P(B/A) P(A)) /P(B) where probability of 
occurrence of event B when A is true

Occurrence of certain feature is independent of 
other features. If there are N features x1, x2…. xn and 
are stochastically independent class 

 Likelihood p(x/c) =P(x1, x2, xn) /c) (5) 

Where P(x1, x2, xn) /c) =P(x1/c). P(x2/c) 
In case there are N number of classes

 P(X/C) = P(x1/c1) p(x2/c1), 
 p(x1/c2) p(x2/c2) p(x1/c3), p(x2/c3). (6) 

Ensemble / Voting: 
A Voting Classifier [24] is a machine learning 

model that trains on a wide ensemble of models and 
predicts an output (class) based on the class with the 
highest likelihood of becoming the output. It simply 
collects the results of each classifier passed into Voting 
Classifier and predicts the output class based on the 
highest majority of votes. Rather than creating sepa-
rate specialised models and determining their perfor-
mance, we create a single model that trains on these 

models and predicts output based on their aggregate 
majority of votes for each output class. 

Hard Voting: The class with the most votes, or the class 
that has the highest possibility of being predicted by each 
of the classifiers, is the one that is selected as the projected 
output class when using the hard voting method. 

Soft Voting: The output class of a soft vote is the pre-
diction made for that class based on an average of the 
probabilities that have been assigned to that class. Hard 
voting is used to classify different attacks into their typi-
cal and predicted categories before making predictions. 

When the hard voting method is used, the class 
with maximum votes is selected to be the correct out-
put class.. When adopting a voting method known as 
soft voting, the category that is most likely to emerge 
victorious is the one whose probability is the one that 
is most similar to the overall average. The results of the 
voting are used to produce predictions, which are then 
used to classify assaults into the relevant categories 
that are associated with each type of assault. 

 FBAG(X) =F1(X) +F2(X) +FN(X) 

5. Performance metrics: 

1. Precision
To determine precision divide the total number of 

accurate positive outcomes by the total number of cor-
rect positive outcomes predicted by the classifier. This 
will give you the accuracy rate.. [18] –[20] 

 TPPrecision
TP FP

 

True positive (TP) –Attack labeled as attack
False positive (FP) –Normal labeled as attack
True Negative (TN) -Normal labeled as normal
False Negative (FN) -Attack labeled as normal

2. Recall
The ratio of the number of incursions that have 

been accurately anticipated to the total number of in-
trusions that have presented themselves. 

 TPRecall =
TP FN

 

3. F1 score
It is the ratio of precision to recall that is calculated 

using the harmonic mean. When the F1 Score is high-
er, it indicates that our model is doing better. [7] -[11] 

 12
1 1

F1score
+

Precision Recall
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4. Prediction time(s) = Start time – End time 
when attack is detected. 

6. Results and Discussion
In this section, we will successfully execute IoT 

attack detection in health care using IoT Health care 
network log dataset in order to investigate the multi-
ple security flaws that are associated with 5G Internet 
of Things. This data set was compiled to better un-
derstand the types of attack The majority of machine 
learning algorithms are able to differentiate between 
an attack and normal behaviour, but they are unable 
to classify various types of attacks accurately. For 
this reason, The accuracy rate of the Bagging-based 
Gaussian Nave Bayes algorithm was 96%, while the 
accuracy rate of the Gaussian Nave Bayes technique 
was just 84%. 

Figure 3 demonstrates that the training time re-
quired for Bagging GNB was only 2.25 s but the train-
ing times required for GNB and Random forest was 
2.15s and 3s respectively. 

Fig. 3 Training time of various classifier 

Fig. 4.Prediction Time of various classifiers

Fig. 4 shows the comparison of three supervised 
machine learning algorithm where testing time of 
Bagging GNB is 0.57s compared to random forest with 
training time of 1, 3s and GNB with training time of 
0.47s. 

Classifier Accuracy %
GNB 84

B-GNB 96
RF 92

Fig. 8.Accuracy of various classifiers

In Figure 8, we see a visual representation of ac-
curacy achieved by various supervised machine learn-
ing approaches. The suggested Bagging-based GNB 
achieves a greater prediction accuracy of 96% when 
compared to both GNB and Random forest. The other 
two classifiers, on the other hand, have an accuracy of 
84% and 92%, respectively. 

Table 2
Comparision of various parameters in Machine learning
Classi-

fier 
Accu-
racy 
% 

Training 
Time 
(ms) 

Predic-
tion Time 

(ms) 

Preci-
sion 

Recall F1-
Score 

GNB 84 2.25 0.47 0.81 0.81 0.82
B GNB 96 2.15 0.57 0.95 0.96 0.96
RF 92 3.3 1.71 0.92 0.91 0.90 

Conclusion
The proposed B-GNB accurately classifies a variety 

of medical based cyber-attacks. According to the find-
ings of the simulation, adhering to the recommended 
model led to an increase in accuracy of 96%, withpre-
cision of 0.95, recall of 0.96 and 0.964 F1-score. The 
training time of B-GNB is improved by 0.1s compared 
with GNB and 0.75scompared with RF. In terms of 
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the testing time GNB(0.47s) is superior to both Ran-
dom Forest (1.3 ms) and B-GNB (0.57 milliseconds). 
B-GNB surpasses GNB and RF classifiers in identify-
ing a wide variety of threats more efficiently. The re-
sults demonstrates that the proposed model is superi-
or to traditional approaches in detection of attacks in 
health care applications accurately. 
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