
292 | Cardiometry | Issue 25. December 2022

ORIGINAL RESEARCH Submitted: 10.11.2022; Accepted: 28.11.2022; Published online: 25.12.2022

Trustable Body Area Network 
for Emergency Response
1Ramakrishnan Raman, 2R. Meenakshi, 3Abhijit Chirputkar, 4K. 
Somasundaram 

1Symbiosis Institute of Business Management, Symbiosis Inter-
national (Deemed University), Pune, Maharashtra, India. 
2Department of Computer Science, Chennai Institute of Tech-
nology, Chennai, Tamilnadu, India. 
3Symbiosis Institute of Digital and Telecom Management & 
Symbiosis International (Deemed University), Pune, Maharash-
tra, India. 
4Institute Of Information Technology, Saveetha School of Engi-
neering, Saveetha Institute of Medical And Technical Sciences, 
Chennai, Tamilnadu, India. 

Email: 1director@sibmpune.edu.in, 
2meenakshir@citchennai.net, 3director@sidtm.edu.in, 
4soms72@yahoo.com

Abstract
In the medical field, Wireless Body Area Networks (WBAN) play 
the main role in keeping users healthy by offering convenient 
services for doctors and patients. However, the attacker is pre-
vented from tampering with the sensor data by communicating 
through an unsecured channel, which prevents the forwarded 
packets from their hazardous origins. Several methods of safe 
authentication are suggested for bolstering the trustworthiness 
of the channels of communication in protecting user data. A 
Trustable Body Area Network (TBAN) for Emergency Response 
approach to protect the medical sensor nodes from untrusted 
nodes and increase efficiency. Simple trust and compound trust 
computations are used to isolate untrustable nodes. In addi-
tion, this system applies a hash-based signature with a onetime 
password to confirm the second-level sensor node authentica-
tion in the WBAN. The simulation result demonstrates that the 
proposed system detects the untrustable sensor node efficient-
ly and reduces the network delay.
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Introduction:
The development of medical research and tech-

nology has led to the creation of an advanced patient 
monitoring system (PMS) that WBAN enables) This 
has resulted in a revolution in the healthcare system 
that is simple, effective, and unmatched in scope. The 
graphic depicts a system consisting of a body area sen-
sor network, a gateway to which the sensors connect, 
a server to which the gateway links in order to collect 
and store data, and users who interact with the server 
in order to utilize the data. Because health information 
must be safeguarded without exception, a PMS must 
offer unbreakable security and have access limits. As a 
result, secrecy of the information is required. Further-
more, it is argued that there should be end-to-end se-
curity and authentication measures in place to prevent 
data from being compromised by a hostile sensor lo-
cated in or near the WBAN, or from being intercepted 
by an eavesdropper at any point in the communication 
chain. This will prevent the data from being compro-
mised [1]. 

Trust may be defined as faith in something’s ability 
to maintain the integrity of critical services, such as 
those provided by real-time apps. Both in terms of its 
practical application and its significance in terms of 
dealing with sensitive data, it is extremely important. 
Trust, therefore, is of paramount importance and has 
a considerable impact on the efficacy and reliability 
of healthcare programs and services. A direct contact 
with a healthcare provider is necessary for the trust-
based service to work [2] because it assures a correct 
and prompt diagnosis for the patient. The mainte-
nance of trust between biosensors and other devices, 
such as control nodes and gateways, is necessary for 
the dependability of WBAN, especially when it comes 
to applications in the healthcare industry. owing to the 
fact that the information picked up by biosensors is 
then forwarded on to be processed further for the en-
tity-body diagnosing process that takes place within 
the WBAN environment. In their study efforts, several 
writers have brought attention to a variety of different 
forms of obstacles. As a result, trust must be estab-
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lished in WBAN in order to guarantee the delivery of 
accurate data to the medical server. What if unreliable 
information was sent to the medical server or data-
base? In such instance, physicians and other medical 
staff will ultimately make the wrong diagnosis, putting 
patients in grave danger [3]. 

The value of trust and dependability in the applica-
tions of WBANs cannot be overstated in this setting. 
The fact that existing cryptographic methods used a 
significant portion of the resources that are available 
to WBAN for trust management served as the major 
impetus for the development of the scheme that is be-
ing presented. Therefore, a light-weighted coopera-
tion-based trust management system is an option that 
might be used for various security systems. In this sce-
nario, the trust is responsible for generating the first 
trust values. On the basis of this, a model of cooperative 
communication that is based on trust is developed [4]. 

Due to the data’s sensitive nature, WBAN faced sev-
eral challenges regarding trust, privacy, and reliability. 
The establishment of confidence in the entity being 
monitored and the veracity of the data are significant 
difficulties in remote patient monitoring, which deals 
with consumers of healthcare services. Aside from 
this, some additional significant challenges include 
those associated with mobility, interoperability, and 
security.

The most critical considerations are heterogeneity, 
dependability, privacy, biocompatibility, and power 
consumption. Utilizing key management strategies 
boosts not only the level of trustworthiness provid-
ed by the network but also increases the reliability of 
the WBAN. Though cryptography and other security 
measures have been used for trust management before, 
this is a more recent development. On the other hand, 
due to the extensive nature of the operations involved, 
previously proposed trust management schemes con-
sume a significant amount of the limited resources 
available to WBANs [5]. 

Related Works:
The Advanced Encryption Standard (AES) cryp-

tography algorithm utilizes a dynamic, partially re-
configurable Field Programmable Gate Array. AES 
stands for Advanced Encryption Standard. All of the 
AES blocs are reconfigurable thanks to the reconfig-
urable feature, which also adjusts the allowed basic 
bloc size to correspond with the loop number as well 
as the amount of information that is provided [6]. In 

the event of a patient emergency, the Effective Cha-
os-Based Security Algorithm is implemented to im-
prove the level of security. The Advanced Encryption 
Standard-128 (AES-128) cypher is utilized in this 
method. This cypher requires a significant amount of 
time for encryption, which could prove to be disas-
trous in an urgent situation. Security mechanisms for 
sensor nodes should be lightweight due to the area and 
resource constraints. The suggested solution employs 
chaos-based scrambling is lightweight with respect to 
AES and takes very minimal processing time which is 
desirable in emergencies [7]. 

The Lightweight End-to-End Secured Communi-
cation System is an end-to-end secure patient mon-
itoring system that emphasizes securing the wireless 
link between sensors and gateways using a lightweight 
encryption protocol that uses the least amount of en-
ergy possible. In addition, MQ telemetry transport 
(MQTT) rather than hypertext transport protocol 
(HTTP) as a transport protocol because of its ease of 
use and lightweight properties [8]. Discrete logarithm 
and elliptic curve Diffie Hellman (ECDH) provide 
the basis for the elliptic curve, which is used to safe-
guard the user’s anonymity while connecting to local 
network services from afar or on a foreign network. 
The intensive computations and parameters from the 
first level node make the attacker communicate fake 
parameter values during communication [9] , making 
the scheme susceptible to the DOS attack while having 
achieved anonymity, un-traceability, and protection 
against privileged insider assault. Using bilinear pair-
ing, a lightweight authentication technique for WBAN 
is developed, which solves the issues of privacy and 
the administration of a large number of public keys. 
Their system is DOS-resistant because it involves two 
communicating entities (a client with a sensor and a 
network manager), but the calculation time and com-
plexity are extremely high [10]. A method of anony-
mous mutual authentication and key agreement based 
on channel characteristics was developed. Strong au-
thentication is the end result of using this approach 
because it generates key entropy based on channel 
variation. The primary drawback of these schemes is 
that they provide a lower level of anonymity and have 
a high cost of computation [11]. Authentication meth-
ods that rely on proximity demand that the devices 
being used for communication be kept at a distance 
equivalent to half a wavelength from one another. Be-
cause of this distance limitation, the potential appli-
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cations for such schemes in WBAN are severely con-
strained, which is a significant disadvantage [12]. An 
anonymous authentication strategy that uses pre-de-
ployed keys offers high-performance effectiveness 
while being lightweight. This kind of technique also 
benefits from anonymity. These schemes make use of 
simpler mathematical operations and are gaining a lot 
of traction in the research community due to their ap-
plicability in the WBAN environment [13]. 

Using the strength of the hash function and the 
consensus on the session key is a straightforward ap-
proach to ensuring users’ anonymity on the WBAN. 
By using a small amount of high communication com-
plexity during the initialization phase, an anonymous 
mutual authentication and key agreement scheme can 
achieve a better trade-off between security and perfor-
mance [14]. This is because the scheme uses the com-
plexity of ECC by using an exoring point on the curve 
with the master secret key. As part of its initialization 
process, this approach uses the master secret key to 
perform anonymous mutual authentication and key 
agreement using the complexity of ECC through an 
exoring point on the curve. Furthermore, ECC is pub-
lic-key cryptography with a 256-bit key size to thwart 
brute-force assaults. Their technique prevents eaves-
dropping, node capture, and impersonation of sensors 
[15] , but it is less efficient than alternatives and has 
problems with anonymity for AP ids. It’s a secure bio-
metric authentication system for mobile and wearable 
devices, but its performance is subpar [16]. 

Proposed Method:
One node’s belief about another, based on past in-

teractions, current knowledge of entity behavior, and/
or advice from reputable entities, is represented by the 
trust between them. The trustworthiness of medical 
sensors is determined using a combination of sim-
ple trust and compound trust in this method. Trust 
Computation on Sensor Nodes in a MWSN is shown 
in Figure 1. The direct trust of the receiving node j is 
calculated by the sender node S using the Collabora-
tion rate and the encounter rate of the receiving node 
j. Below is the formula for determining the CR.
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Here, SR represents the rate at node j sends the 
packet to node S and LR represents the rate of Loss of 
the packet to node S. Thus, a greater value of this ra-

tio indicates that the nodes can frequently react to the 
route request of its adjacent node. A high value of this 
ratio represents that the node has a higher ability to 
transmit the packets. Hence, the possibility of loss of 
packets is less. This value detects the untrusted medi-
cal sensor nodes in the network.
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Figure 1: Medical Mobile Sensor nodes Trust Computation

Since highly mobile nodes get disconnected from 
their nearby neighbors quickly, this strategy places a 
premium on the mobility of medical sensor nodes. As 
a result, the number of well-connected medical nodes 
in the network is rather small. The Encounter Rate for 
the interval T between instants ti and ti+1 is the set of 
medical mobile nodes j that met the criteria for that 
interval.

j
R j

E
E

T
 (2)

Here |Ej| represents the number of the set Ej. The 
lowest value of ERj indicates the better trust node in 
the network. The medical sensor node trust value is 
present between 0 and 1. Simple Trust (ST) computa-
tion is given below. 

( ) ( * )R RST C E    (3)

Where, μ and υ indicates the weight factor between 
0 to1.

Then measures the medical sensor node evaluates 
the compound trust by the possibility of adjacency 
nodes opinion. The Compound Trust (CT) computa-
tion is given below.

node opinion
CT

Adjacency nodes count
 (4)

The whole trust represents the summation of sim-
ple trust and compound trust. The whole trust (WT) 
computation is specified below. The threshold value 
is set 0.5.
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If the whole Trust is greater than the Threshold 
that node is a trustable node; otherwise, that node is 
untrustable. The sender node, before forwarding the 
data, it computes the whole Trust with signature. Fig-
ure 1 shows the Medical Mobile Sensor nodes Trust 
Computation. The whole Trust is computed by a sim-
ple and a compound trust. If the whole Trust is greater 
than threshold that node is a trustable node. Other-
wise, that node is an untrustable node. 

Figure 2 shows a Signature based Sensor node 
verification. The sensor forwards the data to the user 
and protects the message (M) from the attackers by 
onetime password with signature packet. The onetime 
password (OP), arbitrary number (An), and the hash 
function signature are connected to the payload of the 
data packet structure is M|| OT||AN || (H(sign))|| and 
it sends to the System admin. The OT calculation is 
given below.

System 
Administrator

Data Base

Patient

User

Figure 2: Signature based Sensor node verification

2log AN
IDOT Node   (6)

Here, 
AN  arbitary number
NodeID  Node Identity
The System Administration gets the message from 

the sender, and it confirms the OT. If it equals, the Sys-
tem Administration forwards the information to the 
specific user. The user obtained the information from 
the System Administration and it confirms the signa-
ture of the sensor node. If the signature is legitimate it 
takes the information or else it is rejected.

Experimental Results:
The experimental analysis is done utilizing the NS-

2.35. The existing scheme ECDH and the proposed 
TBAN approaches are examined and compared with 

the results. The Constant Bit Rate traffic model is used 
for data transmission. The metrics like detection ratio, 
packet loss ratio, and delay measures the execution of 
the TBAN. 

Figure 3 explains the Detection ratio of ECDH and 
TBAN approaches based on experiments count. This 
figure clearly says the ECDH approach has a very less-
er detection performance than the TBAN approach. 
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Figure 3: Detection ratio of ECDH and TBAN approaches

Figure 4 explains the Delay of ECDH and TBAN 
approaches based on simulation time. This figure 
shows that the TBAN approach delay value is much 
smaller than the ECDH approach. Since this approach 
detects the untrustable nodes efficiently. As a result, 
the TBAN approach minimizes the network delay.
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Figure 4: Delay of ECDH and TBAN approaches

Figure 5 explains the Packet Loss Ratio of the 
ECDH and TBAN approaches. From this figure, the 
proposed TBAN approach, reduced the Packet Loss 
Ratio since it forwards the information through the 
trustable nodes with signature verification. But, the 
ECDH approach can’t detect the untrustable nodes ef-
ficiently; hence, it raises the l Packet Loss Ratio in the 
WBAN. 
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Figure 5: Packet Loss Ratio of ECDH and TBAN approaches

Conclusion:
Nowadays, Through the use of WBAN-based tech-

nology, a channel has been opened for the delivery of 
healthcare at a distance. Incorporating bio-sensor de-
vices into a limited network, WBAN is an appealing 
piece of technology. When bio-sensors picked up on 
vital signs, they sent that information to the medical 
server for in-depth clinical evaluation. In WBAN re-
mote healthcare applications, data management is 
crucial and necessitates supply based on trust. Thus, 
in this study, suggestions have been made to improve 
confidence in institutions. A Trustable Body Area Net-
work for Emergency Response approach to protecting 
the medical sensor nodes from untrusted nodes and 
increase efficiency. The medical sensor node is com-
puted by the Simple trust and compound trust for iso-
lating untrustable nodes. Furthermore, this system ap-
plies a hash-based signature with onetime password to 
confirm the second-level sensor node authentication 
in the WBAN. The simulation result proved that the 
TBAN approach detects the untrustable sensor node 
efficiently and reduces the network delay and packet 
loss ratio. In the future, the TBAN will be executed on 
the software testbed. 

References:
1. Barakah, D. M., & Ammad-uddin, M. (2012, 
February). A survey of challenges and applications 
of wireless body area network (WBAN) and role of a 
virtual doctor server in existing architecture. In 2012 
Third International Conference on Intelligent Systems 
Modelling and Simulation (pp. 214-219). IEEE.
2. Mehmood, G., Khan, M. Z., Waheed, A., Zareei, 
M., & Mohamed, E. M. (2020). A trust-based en-
ergy-efficient and reliable communication scheme 
(trust-based ERCS) for remote patient monitoring in 

wireless body area networks. IEEE Access, 8, 131397-
131413.
3. Bakare, Y. B., & Kumarasamy, M. (2021). HISTO-
PATHOLOGICAL IMAGE ANALYSIS FOR ORAL 
CANCER CLASSIFICATION BY SUPPORT VEC-
TOR MACHINE. INTERNATIONAL JOURNAL OF 
ADVANCES IN SIGNAL AND IMAGE SCIENCES, 
7(2), 1-10.
4. Ghugar, U., Pradhan, J., Bhoi, S. K., & Sahoo, R. 
R. (2019). LB-IDS: Securing wireless sensor network 
using protocol layer trust-based intrusion detection 
system. Journal of Computer Networks and Commu-
nications, 2019.
5. Liu, Y., Dong, M., Ota, K., & Liu, A. (2016). Ac-
tiveTrust: Secure and trustable routing in wireless 
sensor networks. IEEE Transactions on Information 
Forensics and Security, 11(9), 2013-2027.
6. S. Murugan, B. Anjali and T.R. Ganeshbabu. 
(2015), Object recognition based on empirical wavelet 
transform. International Journal of MC Square Scien-
tific Research.7(1). pp.77-83.
7. Raza, S. F., Naveen, C., Satpute, V. R., & Keskar, A. 
G. (2016, September). A proficient chaos based secu-
rity algorithm for emergency response in WBAN sys-
tem. In 2016 IEEE Students’ Technology Symposium 
(TechSym) (pp. 18-23). IEEE.
8. G. Prakash. (2019). Deduplication with attribute 
based encryption in E-health care systems. Inter-
national Journal of MC Square Scientific Research. 
11(4). pp: 16-24.
9. B. A. Alzahrani, S. A. Chaudhry, A. Barnawi, A. 
Al-Barakati, and M. H. Alsharif, ``A privacy preserv-
ing authentication scheme for roaming in IoT-based 
wireless mobile networks,’’ Symmetry, vol. 12, no. 2, p. 
287, Feb. 2020.
10. V. Odelu, S. Saha, R. Prasath, L. Sadineni, M. Con-
ti, and M. Jo, ``Efficient privacy preserving device 
authentication in WBANs for industrial e-health ap-
plications,’’ Comput. Secur., vol. 83, pp. 300_312, Jun. 
2019,
11. X. Li, M. H. Ibrahim, S. Kumari, A. K. Sangaiah, 
V. Gupta, and K.-K.-R. Choo, ``Anonymous mutual 
authentication and key agreement scheme for wear-
able sensors in wireless body area networks,’’ Comput.
Netw., vol. 129, pp. 429_443, Dec. 2017.
12. S. Mathur, R. Miller, A. Varshavsky, and W. Trappe, 
``ProxiMate:Proximity-based secure pairing using 
ambient wireless signals,’’ in Proc.MobiSys, 2011, pp. 
211_224.



Issue 25. December 2022 | Cardiometry | 297

13. Vignesh, N. Aswin, and DI George Amalarethi-
nam. “Rule extraction for diagnosis of diabetes mel-
litus used for enhancing regular covering technique.” 
In 2017 World Congress on Computing and Commu-
nication Technologies (WCCCT), pp. 111-114. IEEE, 
2017.
14. Vignesh, N. Aswin, and DI George Amalarethi-
nam. “A NEW ITJ METHOD WITH COMBINED 
SAMPLE SELECTION TECHNIQUE TO PREDICT 
THE DIABETES MELLITUS.” International Journal 
of Advanced Research in Computer Science 8, no. 9 
(2017).

15. X. Li, M. H. Ibrahim, S. Kumari, A. K. Sangaiah, 
V. Gupta, and K.-K.-R. Choo, ``Anonymous mutual 
authentication and key agreement scheme for wear-
able sensors in wireless body area networks,’’ Comput. 
Netw., vol. 129, pp. 429_443, Dec. 2017,
16. A. K. Das, M.Wazid, N. Kumar, M. K. Khan, K.-
K.-R. Choo, and Y. Park, ``Design of secure and light-
weight authentication protocol for wearable devices 
environment,’’ IEEE J. Biomed. Health Inform., vol. 
22, no. 4,2017.


