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Abstract
As a result of the fast development of technology, healthcare sys-
tems have rapidly morphed into an all-pervasive environment 
that is replete with a variety of difficulties and possibilities. Threats 
and assaults with severe societal effects have been launched due 
to the increasing popularity of WBANs and their features and 
applications. The data is encrypted using a Ciphertext-Policy At-
tribute-Based Encryption algorithm and signed at the data sink 
in Secure and Efficient data transfer protocol, guaranteeing the 
data’s safety at all times. The computational cost and complexity 
to solve this issue string are both raised by this technique. Se-
curity code that the public may access In WBAN, cryptography 
allows Kerberos-based authentication. Public-key cryptography 
can be used to secure the initial authentication procedure. The 
procedure’s goal is to let the user safely send the required cer-
tificate (including the TGT and session key) to the sensor. The 
simulation results demonstrate that this approach improved the 
detection ratio, and minimized the false positive ratio compared 
to the baseline protocol in the network. 
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Introduction:
As a result of the rapid development of wireless 

communication technology, a WBAN is now being put 
to good use in providing healthcare services through 
the internet. One of the WBAN technologies, TMIS is 
capable of delivering a wide range of healthcare ser-
vices to patients in a distant location through telecare 
servers [1]. Within the WBAN, patients have the op-
tion of donning wearable devices that are equipped 
with a multitude of sensors. Patients wear these sen-
sors to continually monitor their vital signs and gather 
private health information. Patients’ mobile devices 
collect their health information and may then trans-
mit it to healthcare providers whenever and whenever 
they want. As a result, taking advantage of the many 
remote healthcare options available may save patients 
both time and money. TMIS can give better health-
care than traditional healthcare methods because of 
these advantages. However, to prevent hostile assaults 
on patients’ sensitive medical information while it is 
being conveyed across insecure networks, this infor-
mation must be encrypted. Therefore, the use of safe 
mutual authentication is necessary for the transfer of 
secure data. Both urgent and routine medical reports 
have been included in the messages that have been 
forwarded. When a sensor in a patient’s body identi-
fies a critical situation, an emergency medical report is 
generated, and this report must be sent as soon as the 
critical situation is identified. 

First- and second-level nodes, as well as a hub node 
in the form of a server, make up the WBAN network 
architecture. The second level of nodes consists of the 
patient’s body sensors and wearable devices; these 
nodes relay information from the first level of nodes, 
which serve as intermediate nodes and have greater re-
sources for processing, transmitting, and storing data, 
to the hub node. This model has three levels: Looking 
at Fig. 1, we can deduce that the first tier is responsible 
for easing conversations between the second and first 
level nodes, the second tier (inter BAN) helps connect 
the first level nodes to the server nodes, and the third 
tier (outside the WBAN) manages conversations be-
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tween the hub node server and medical professionals. 
There is the potential for interaction between nodes 
on the ground level and the second level in this archi-
tecture. The goal of the WBAN system is to facilitate 
communication between patients and the linked serv-
er, or between patients and authorized medical pro-
viders, on their current health state and any pertinent 
medical data. To guarantee the efficacy of the health 
monitoring system, it is necessary to protect the pa-
tient’s right to privacy by preventing the disclosure of 
sensitive information, and the data sent back and forth 
must not be altered or falsified in any manner [3]. 

Because the patient may move freely throughout 
the healthcare facility or their own home, WBAN is 
predicated on wireless communication. This further 
emphasizes the necessity for the underlying commu-
nication protocol to be secure against various attacks 
while also being computationally efficient. An attack-
er may attempt to eavesdrop, abuse the public chan-
nel, and transmit fraudulent information through it 
because of the increased vulnerability of the wireless 
channel [4]. As a result, the solutions offered for oth-
er applications will take time to apply to WBAN sys-
tems because of the power and computing limits that 
exist in second-level nodes or mobile devices. Many 
researchers have proposed different authentication al-
gorithms for WBAN systems; nevertheless, these pro-
tocols all have drawbacks in terms of their security or 
efficiency. In addition, these strategies, together with 
other vulnerabilities in the security system, could not 
satisfy the requirements for anonymous qualities [5]. 

The Ciphertext-Policy Attribute-Based Encryption 
(CPAE) algorithm and signature are used at the data 
sink to save the data in ciphertext format, which en-
sures the data’s safety. Despite this, the computing ef-
fort and complexity required to circumvent this issue 
string are both increased by this technique. Key to the 
public Kerberos-based Authentication is Made Possi-
ble in WBAN Thanks to Cryptography.

Related Works:
The dependability and effectiveness of WBAN 

are directly proportional to the speed and precision 
with which the system can transmit and receive data 
between the nodes. This, in turn, is ultimately deter-
mined by the routing protocols and algorithms that 
are used. Radiation from wireless transceivers, which 
is identical to that produced by WSNs, is included in 
the process of transferring information from either an 
in-body or an on-body sensor node. It has been pro-
posed that WBAN implement the Adaptive Thermal-/
Energy-Aware Routing (ATEAR) protocol. ATEAR is 
based on blockchain technology. The increase in tem-
perature, the amount of energy used, and When eval-
uating how well ATEAR performs as a medium for 
data transmission, throughput is one of the evaluation 
factors that is taken into account. On the other hand, 
transaction throughput, latency, and resource usage 
are the metrics employed to study the result of the 
blockchain system [6]. The performance of the block-
chain system is evaluated with the use of a benchmark-
ing tool called Hyperledger Caliper. The CPU load, 

Figure 1: Structure of proposed system
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amount of memory, and amount of memory used are 
performance indicators. According to the findings, it 
is possible to maintain high throughput while simul-
taneously extending the network’s lifespan, provided 
residual energy is conserved and overheated nodes 
are avoided in the role of forwarders. Performance of 
the proposed protocol is analyzed using the simula-
tion software Castalia, and the findings are compared 
to those of the Multipath Ring Routing Protocol, the 
Thermally Aware Routing Algorithm (TARA), and the 
Shortest-Hop Routing Algorithm [7]. 

Authentication protocol model that uses the signal 
from an electrocardiogram (ECG) as a biometric and a 
cryptographic key to guaranteeing that the data being 
transferred came from the necessary WBAN. The sug-
gested model was built to accomplish optimum secu-
rity performance and necessary lightweight methods 
for the resource-limited biomedical sensors. This was 
done because of the one-of-a-kind nature of the ECG 
signal and its feature of permanence [8]. Because the 
authentication process verifies that a user is who they 
say they are, authentication techniques make it possi-
ble for networks to cut down on the number of users 
who aren’t wanted there and significantly cut down 
on the number of deceptions that occur. Authentica-
tion is one of the most important factors to consider 
concerning communication security. Consequently, 
it is essential to build innovative authentication sys-
tems since they provide safe authentication and pro-
tect WBANs from various security threats. There have 
been many different ideas for possible approaches to 
authentication in WBANs [9]. 

A low-overhead, multilayer protocol for PDA-to-
sensor hub communication in wireless body area net-
works (WBANs) that uses one-to-one group authen-
tication and a group key creation process. There are 
not many software requirements for the protocol. This 
example shows how the Elliptical Curve Algorithm 
with Foci computation works in practice. Advantag-
es include low computational cost, high security, and 
seamless integration with the hash function, all of 
which this technique provides [10]. It has been shown 
that a WBAN-based authentication system is suscep-
tible to a session-specific temporary information at-
tack, a key compromise impersonation assault, and a 
session key recovery assault. This article details each 
and every one of these three assaults. After that, we 
present a WBAN-authenticated key agreement system 
that is efficient, safe, and anonymous. This system was 

designed to overcome the issues that were mentioned 
in the preceding method [11]. 

The purpose of this research was to develop two 
WBAN authentication algorithms that are both ef-
fective and secure, and which may be used between 
sensors and a mobile device or controller. It was de-
termined that two protocols would be established. The 
first protocol, Authentication Protocol-I (AP-I), would 
be used for urgent medical records, while the second 
protocol, Authentication Protocol-II (AP-II), would 
be used for regular medical records [12]. There is not 
a user authentication technique that works end-to-end 
and covers all parties involved in communication. In 
addition, most of the user authentication procedures 
that are now available assume that the patient’s mobile 
phone may be relied upon. In point of fact, a patient’s 
mobile phone may be stolen or infected with malware, 
and it will thus act in a harmful manner [13]. A meth-
od that is efficient with energy and prevents data pack-
ets from being dropped by malevolent attackers and 
prevents bogus data from being sent. The technique is 
implemented using the Adhoc On-demand Distance 
Vector (AODV) protocol, even though it is compatible 
with any reactive WBAN routing technology [14]. 

Wireless networks combined with the IoT via the 
preamble of Internet access ability in sensor nodes also 
observe capability in Internet-connected devices. Thus, 
the IoT is offering entrance to the highest amount of 
data gathered through the WSNs, via the internet. More 
particularly, for the application regions in which in-
tegrity, confidentiality, and availability are significant, 
WSNs and talented IoT knowledge might comprise an 
open possibility for attackers. In addition, recent incor-
poration and cooperation with IoT have released new 
challenges and issues in terms of security [15]. There-
fore, this would be terrible for the individuals applying 
these systems and the administrator’s security handling 
these networks. The essential job of the IoT is to inte-
grate as the primary transmission technology. WSN 
facilitates IoTs’ wide-ranging systematic applications 
of their quick and low-cost operation characteristics. 
WSNs will be incorporated into the IoT, and innumer-
able sensor nodes will connect the network. In the near 
future, IoT will interact with humans and the world 
through the increasing exploitation of WSNs [16]. 

Proposed Method:
The primary purpose of this paper is to strength-

en the authentication processes used in the WBAN. 
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The constantly accelerating development of technol-
ogy has resulted in a rapid transformation of health-
care systems into an all-pervasive environment that 
is replete with a rich variety of possibilities and dif-
ficulties. WBAN is an important component of the 
Internet of Things, and sensor nodes play an essential 
role in the provision of health monitoring and enter-
tainment services. Even more unsettling is the fact 
that healthcare systems have many characteristics that 
make them more vulnerable to breaches of patient 
privacy. While forwarding the data over the WBAN 
in a secure method, symmetric key cryptography and 
their variations are utilized broadly. With this, the ma-
jor challenge is distributing the secret key among the 
sender and recipient in a protected system. Traditional 
approaches still need to improve in terms of reliabil-
ity, security, and confidentially in network. But, this 
approach introduce Public key Cryptography enables 
Kerberos-based Authentication approach for secure 
Health Information by applying Kerberos algorithm 
in the WBAN. Here, the Unreliable node is Detected 
by the ECDH algorithm. This strategy involves the ex-
change of the secret key in order to identify the faulty 
node and then exclude it from the routing process, 
hence improving the performance of the network. 

The procedure of the Kerberos algorithm is given 
below.

Initially, the medical sensor node forwards the Re-
quest (REQ) message to the Authenticated Server (AS). 
The signature and certificate computation is given below. 

  ( , , )sensorSIG E PR Nonce TS  (1)

certificate: 

 , , , ,s sensorE ID TS HD PU nonce  (2)

here sID   ID of the sender node

TS   Timestamp

HD   Codename of the node

sensorPR    Private key of sensor

sensorPU   Public key of sensor

nonce   Freshness

Next, the AS verifies the sensor node signature and 
certificate. If the signature is valid, then the AS creates 
the session key, and ticket and it send back to the sen-
sor. This computation is given below.

 ( , , )sensorD PU Nonce TS  (3)

The sensor node gets the session key (SKsensor) and 
extracts it by decrypting the message. The sensor 
node creates the authenticator and the sensor node 
sends REQ to Ticket Granting Service (TGS) for the 
server ticket. The TGS received the REQ message and 
checked the authenticator and ticket information.  The 
TGS computation is given below.

  ( ( || || || )TGS C TGS ID TGSTGS E K SK S ID Expire  (4)

If the authenticator and ticket information does 
not match, then the TGS forwards the error message. 
Otherwise, the TGS generates the session key (SKC-TGS) 
and user ticket.

 ( ( ( || || || || || )sensor type C TGS TGS TGSE PU M SK Nonce Ticket ID Valid Expire

  (5)

AS create a response to the sensor message and AS 
forward the session key and ticket to the sensor; then, 
the Sensor extracts the session key, and the session key 
decrypts the message

 ( , )sensorD PR M . (6)

The sensor creates the authenticator and the sensor 
create a REQ message to the user. This calculation is 
given below.

 ( , , , )user user sensorE SK M ticket authenticator  (7)

Next, the user checks the authenticator and ticket 
information; if it does not match, forward the error 
message. Otherwise, the sensor node decrypts the 
message and shares the information with the user. The 
message decryption is specified below.

 

( , , )
( , )

user user

c user sensor

D K M ticket
D SK authenticator

 (9)

In this approach, the Kerberos authentication is 
mainly applied for two functions such as

1. Verify the sensor signature to avoid requests 
from masquerading intruders. 

2. Encrypting the TGS and session key in the user 
response so that an eavesdropper cannot obtain the 
sensor certificate. 

Simulation Analysis
In KAHA, the performance is measured by the net-

work simulator 2.35. Here, we use 30 sensor nodes for 
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measuring the network performance. We measure and 
evaluate the proposed KAHA and existing ATEAR 
routing approach’s function in this approach, includ-
ing detection and false positive ratios. 

Figure 2 explains the intruder node detection ratio 
of CPAE and KAHA approaches. From this figure, the 
CPAE approach detection ratio is lesser since it cannot 
check the sensor node authentication. But, the KAHA 
approach raises the intruder node detection ratio 
equated to the CPAE approach because the KAHA 
uses the signature algorithm to detect the intruder 
nodes in the WSN. 
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Figure 2: Detection Ratio of CPAE and KAHA approaches

Figure 3 explains the false positive ratio of the 
CPAE and KAHA approaches. From this figure, the 
KAHA approach false positive ratio is lesser since it 
efficiently verifies the sensor node authentication. But, 
the CPAE approach raises the false positive ratio in the 
WBAN. 
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Figure 3: Detection Ratio of CPAE and KAHA approaches

Conclusion:
Emerging technologies known as WBANs are now 

being used in the medical industry for a variety of pur-
poses. A symmetric key cryptography is used in the 
Kerberos-based authentication protocol. Increasing 

the reliability of authentication at sensor nodes is the 
purpose of this work. Authentication in WBAN is a 
process that enables numerous users to use the net-
work’s services while also providing the ability to ac-
curately identify the individual user who is making 
a request. The purpose of this study is to offer secu-
rity and emergency data transmission for healthcare 
applications in IoT WBAN by using Kerberos-based 
Authentication. A security architecture based on Ker-
beros is implemented for the purpose of providing en-
hanced protection for the user’s data and facilitating 
the well-organized transmission of emergency data. In 
this method, the Kerberos authentication is primarily 
used for two tasks, one of which is to verify the sensor 
signature in order to prevent requests from masked 
intruders. The other role is to validate the user. And 
Encrypting the TGS and Session Key in the User Re-
sponse in Order to Prevent an Eavesdropper from 
Obtaining the Sensor Certificate. When compared to 
the standard protocol used in the network, the results 
of the simulation show that this strategy improves 
the detection ratio while simultaneously reducing the 
number of false positive detections. 
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