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Abstract:
A wireless body area network (WBAN) collects several tiny sen-
sor nodes in the human body. They are intended to observe 
data constantly forward and perform as critical structures for 
remote healthcare monitoring and healing. These protect the 
preferred reliability and efficiency of data transmissions of in-
dividual body sensors. However, with the restricted sensor 
energy, unreliable link connection, and complex channel envi-
ronment, the design of efficient routing in Multihop WBANs is 
demanding. This article, Efficient and Reliable Multihop Routing 
(ERMR) for IoT Healthcare Applications, is proposed. The main 
concept is to incorporate a fuzzy-logic system to handle mul-
tiple cross-layer input variables independently. This approach 
uses the fuzzy logic method to select the optimal route in the 
WBAN. The fuzzy input like sensor node distance, link strength, 
energy, and node quality of Service and produce the output is 
a reliable forwarder selection. Simulation results demonstrate 
the proposed approach increases the network throughput and 
minimizes the network delay in the WBAN.
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Introduction:
Over the last several years, a new technology par-

adigm known as the Internet of Things (IoT) has 
gained interest from various study sectors. In future 
healthcare, the Internet of Things will provide a seam-
less connection between patients and medical person-
nel [1]. The WBAN is quickly developing into a new 
area of study all over the globe due to developments 
in technology like low-power integrated circuits 
(IC), wearable sensors, and wireless communication. 
WBAN stands for “wireless body area network,” and 
it is a wireless network that enables health monitoring 
everywhere and at any time all over the human body 
[2]. E-health applications, such as computer-assisted 
rehabilitation, early identification of medical con-
cerns, and emergency notification, may use this infor-
mation to improve patient care. In recent years, porta-
ble electronics, particularly smartphones, have rapidly 
become an increasingly important component of ev-
eryday life [3]. As a result, it is possible to use them as 
the gateway between the WBAN and the IoT cloud, as 
seen in Figure. 1.

Figure 1: Healthcare application with IoT

Wearable sensors are an essential part of the 
WBAN because of the data they get from the wearer’s 
body, which may then put to other beneficial uses. Re-
searchers from various fields have presented various 
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wearable sensor devices designed for use with WBAN 
applications [4]. The authors demonstrate a wearable 
photoplethysmography sensor that monitors a per-
son’s heartbeat from the earlobe. The polymer-based 
flexible strain-gauge sensor is used to create an ad-
ditional heartbeat sensor. During the magnetic res-
onance imaging experiment, a wearable sensor pro-
totype capable of sensing heart rate, blood oxygen 
saturation, temperature, and humidity is shown in [5]. 
A middleware solution for the wearable sensor system 
of WBAN that is based on smartphone apps.

The amount of power used by wearable devices for 
their extended usage is one more important concern 
that must be addressed throughout the development 
of WBAN. Energy harvesting, and particularly ener-
gy harvesting equipment that may be worn, is a viable 
option that might make it possible for WBAN to func-
tion over the long run. A versatile energy collecting 
system designed for use in ultra-low-power wearable 
devices. In addition to this, it investigates the perfor-
mance of a flexible solar panel under varying degrees 
of illumination. A piezoelectric and electromagnetic 
energy harvester is integrated into a wearable device 
that collects energy from low-frequency vibrations, 
such as those caused by human motion [6]. 

A wearable bracelet that has a camera and mi-
crophone that run on a tiny amount of electricity is 
demonstrated. It is self-sustaining because it is pow-
ered by hybrid solar cells and thermoelectric gener-
ators (TEGs), and models based on experimental 
data have shown that it is autonomous. To measure 
vital signs, an autonomous wearable system complete 
with an energy harvesting module is being developed, 
built, and tested. The flexible solar panel that powers 
the wearable device that can be affixed to a T-shirt is 
its power source. Another ideal energy harvester uses 
a flexible photovoltaic module in conjunction with a 
maximum power point tracking method that is un-
derpinned by fuzzy logic. It is used to power a sensor 
node that is equipped with a Bluetooth low-energy 
module. This node can detect the subject’s heartbeat 
as well as their blood pressure and communicate the 
data to a smartphone [7]. 

Relate Works:
There is an introduction of a cross-layer fuzzy-rule 

scheduling technique and energy-aware radio activa-
tion regulations. The primary objective here is to im-
plement a fuzzy-logic system in every body sensor so 

that we can independently deal with many cross-layer 
input variables that come from various sources. Be-
cause they are self-aware of their present state, body 
sensors can demand a “collision-free” time window 
anytime they deem it necessary (for example, when 
there is a large system packet delay or emergency). 
They may also choose not to communicate if there is 
a poor channel connection, which would provide an-
other body sensor the opportunity to do so instead. 
This, in turn, contributes to an increase in the system’s 
overall performance [8]. 

A lightweight WBAN authentication uses two 
protocols for authentication and re-authentication to 
secure the nodes’ anonymity and boost the network’s 
efficiency. In addition, this strategy used improved 
key management in conjunction with a high degree of 
randomization in the security parameters to provide 
a greater level of protection as a compromise between 
the level of security and the level of efficiency. The 
demonstration that the system is formal for the

The BAN logic is used to facilitate the process of 
key negotiation and mutual authentication [9]. 

A Highly Reliable Routing that improves the de-
pendability of Internet of Things-based healthcare 
systems. The proposed method takes into account 
a variety of criteria—including residual energy and 
variance in the distance from neighbors—to perform 
the routing process. This is necessary due to the nature 
of healthcare systems and the significance of minimiz-
ing energy consumption [10]. 

A Priority-based and Energy-Efficient Routing 
Protocol for Reliable Data Transmission in the Health-
care Industry Utilizing the Internet of Things This 
technique divides health information into two cate-
gories, emergencies and vital health data, and assigns 
matching priority to each of these categories. The data 
about the Emergency Situation is of the utmost im-
portance, and it must be effectively given as soon as 
the need specifies. The data known as Vital Health 
is the information that physicians require to moni-
tor their patients continuously. The direct commu-
nication method is used to transmit mission-critical 
data, while the multi-hop communication method is 
utilized to deliver crucial health data [11]. A reliable 
routing system that uses a multi-objective genetic al-
gorithm uses a multi-objective optimization strategy 
to locate nearly ideal pathways and relies on depend-
able agents already present in the network to locate al-
ternative routes. The simulation results show that the 
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suggested method, based on the use of an approach 
known as multi-objective optimization, seeks to iden-
tify optimum pathways for transmitting information 
that enhance the primary parameters of the network. 
In the context of healthcare, the use of secure agents 
is what ultimately results in secure information trans-
mission inside the network [12]. 

The healthcare industry extensively uses IoT sen-
sors to collect and transmit real-time information. 
However, these sensors increase the likelihood of se-
curity breaches and threats because of resource lim-
itations in terms of computational power and storage. 
In addition, the energy level of IoT sensors degrades 
over time, which can sometimes result in the loss of 
sensitive patient data. This study aims to increase 
the energy efficiency of resource-constrained wear-
able Internet of Things sensors and offer secure data 
transfer between wearable sensors and base stations. 
According to the findings, the data transmission from 
WISs to BS using the proposed scheme is both se-
cure and efficient concerning the use of energy when 
compared to the methods that are currently in use. In 
addition, the solution offers solutions to several im-
portant problems, such as accessibility, dependability, 
scalability, and restricted patient mobility [13]. Secure 
and energy-efficient framework primary goal is to de-
crease the communication overhead and energy con-
sumption between biosensors. On the other hand, it 
secures the patients’ medical data against unauthentic 
and malicious nodes to improve the network’s privacy 
and integrity [14]. 

Routing Protocol for Low power and Lossy Net-
works - based routing protocols whose goal is to pro-
vide energy efficiency while considering sensor nodes’ 
mobility. These routing protocols aim to provide ener-
gy efficiency while considering the mobility of sensor 
nodes. According to the findings of the simulations, 
the Objective Function (OF) of the proposed routing 
model provides superior performance in comparison 
to the default OFs in terms of duty cycle, energy con-
sumption, and overall control overhead, with only a 
small decrease in the packet delivery ratio [15]. An ap-
plication-specific routing system for health care would 
ensure network lifespan improvement while retaining 
the maximum throughput in data transfer. When com-
pared to some of the more conventional routing pro-
tocols, such as e.g. BGP, the newly suggested routing 
protocol has shown much better performance in terms 
of key metrics such as throughput, network lifespan, 

end-to-end latency, packet delivery ratio, and packet 
loss. Collection Tree Protocol in Addition to the Rout-
ing Protocol for Low-Power and Lossy Networks [16]. 

Proposed Method:
In this approach, we consider the multihop health-

care system for forwarding the elder people informa-
tion from older adults to doctors or nurse. Thus, effi-
cient and reliable route selection is a significant factor. 
This approach uses the fuzzy logic method [17] to se-
lect the optimal route in the WBAN. The fuzzy input 
like sensor node distance, link strength, energy, and 
node quality of Service and produce the output is a 
reliable forwarder selection.

To compute the ith node distance, if the node dis-
tance is less than the communication range, and that 
node is included in the neighbor list. The equation 
computes the node distance of ith node is given below.

 Communication Range Node DistanceiD    (1)

During data transmission, the node energy is a sig-
nificant factor since the node lifetime depends on en-
ergy. The node energy level is very low; the node not 
able to forward the data and easily dead. The highest 
remaining energy node is selected for transmitting the 
data to evade this problem. 

The strength of the Link (SL) can be measured by 
applying factors such as Received Signal Strength In-
dication (NRSSI), node connectivity (NC) and node dis-
tance. Strength of the link computation is given below.

 
c

D

RSSI NSL
N

  (2)

QoS is used for evaluating the performance of the 
network. The Qos computation is given below. 

 

Packet Received Packet Loss

Packet Received Packet Loss

Rate Rate
Rate RateiQos    (3)

The sensor node gathers the patient information 
and then forwards the data to the doctor through 
multi-hop sensor nodes. The fuzzy logic system choos-
es the reliable forwarder by distance, link strength, 
QoS and energy parameters. It provides reliable and 
efficient routing in the network.

Simulation Results:
In ERMR, the performance is measured by the 

network simulator-2. Here, we use 25 sensor nodes 
for measuring the network performance. In this ap-
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proach, we measure and evaluate the proposed ERMR 
and existing PEERP routing approach’s function, in-
cluding throughput ratio, packet loss ratio, and delay. 

Figure 4 shows the packet loss ratio of ERMR 
and PEERP mechanisms based on a number of 
sensor nodes. The fuzzy logic method selects the 
efficient and reliable forwarder; as a result, it min-
imizes the network delay compared to the PEERP 
mechanism. 

0
5

10
15
20
25
30
35
40

0 5 10 15 20 25

PEERP

ERMR

Sensor Nodes 

Pa
ck

et
Lo

ss
 R

at
io

 (%
)

Fig. 4 Loss Packets Ratio of ERMR and PEERP mechanisms

The comparison of delay values between the ERMR 
and PEERP mechanisms is displayed in figure 5. The 
ERMR mechanism reduces the network delay since 
the node distance, energy, QoS, and link strength elect 
the data forwarder node. But, the PEERP mechanism 
can’t execute well in multi-hop communication, rais-
ing the delay. 
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Fig. 5 Average delay of ERMR and PEERP mechanisms

Figure 6 illustrates the throughput of ERMR and 
PEERP mechanisms based on the count of the sensor 
node. Fuzzy logic algorithm selects the reliable and 
efficient routing for transmitting the data. Hence, the 
ERMR mechanism increases the network throughput 
compared to the PEERP approach.
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Fig. 6 Throughput of ERMR and PEERP mechanisms

Conclusion:
With the nonstop growth and innovation of wire-

less sensor technology, it is not surprising that wireless 
sensors have been employed in the healthcare system. 
In WBAN, the greatest issue is the 

reliability and efficiency of data transmission. The 
Efficient and Reliable Multihop Routing for IoT Health-
care Applications mechanism guarantees that all packet 
transmissions with their Quality of Service necessities 
are reliable and efficient without threatening body sen-
sors. This approach uses a fuzzy logic system to achieve 
a more reliable system function. The f sensor node dis-
tance, link strength, energy, and node QoS factors to give 
the input and produce the output is to choose the reliable 
forwarder. Hence, the ERMR mechanism reaches great 
transmission successes in the WBAN. The simulation 
outcomes proved that the ERMR approach enhanced 
the network throughput and minimized the packet loss 
ratio. Furthermore, it reduced the delay from patient to 
doctor during data transmission in the WBAN.
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Figure.2 Fuzzy System-based Reliable Data Transmission
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