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Abstract
This paper aims to examine the effectiveness of the data protec-
tion strategies carried out by managers across various organiza-
tions, including medical, and determine their awareness about 
data protection laws. It examines the role of the General Data Pro-
tection Regulation (GDPR) or Personal Data Protection Bill, 2018 in 
India, determining the measures taken by HR Manager in handling 
the processes of employees’ data and the organization’s strategy. 
The study utilizes a qualitative approach of data collection, wherein 
HR managers conducted interviews from various organizations. 
Transcripts were further analyzed using text analysis to determine 
the effectiveness of data protection in the organization and how 
GDPR is helping in this process. The HR Managers will collective-
ly identify the ways and means of data privacy and security that 
manage organizations’ data and strengthen their security mea-
sures. This study is expected to determine securities adopted by 
organizations. It would suggest more stringent measures to the HR 
Managers for data security in the future.
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1. Introduction
Today, in the Digital Transformation era, security 

is regarded as the topmost aspect for any organization, 
regardless of industry, service line, or even business. 

There is a saying in the world of penetration testing 
analytics, “The quieter you become, and the more you 
can hear” [1]. When we begin to think about securi-
ty, we all focus on hacking, threats, bugs, attacks, etc., 
which is, of course, the major feature of cybersecurity 
today. However, maybe we should also give equal sig-
nificance to data security and respect for it. It is not 
a small area at all, and it is not clear to comprehend 
either. Data security constantly changes with security 
techniques, laws and rules of the home country, and 
other criteria [2].

Human Resources Management plays a vital role 
in effectively managing and trains this rapidly evolv-
ing workforce, particularly regarding data protection. 
Whether employees, professionals, or part-time work-
ers are in their first jobs or changing jobs, it is import-
ant that everyone has a basic knowledge of privacy and 
security standards and is also responsible for keeping 
data secure for the organization. The HR who directs 
the training of employees cultivates a positive corpo-
rate culture and rectifies the behavior of employees 
[3]. Data protection issues can impact most Human 
Resources functions, such as recruitment manage-
ment, employer reviews, record-keeping, performance 
analysis, and various other business processes, which 
the Human Resource manager carries out. 

GDPR or General Data Protection Regulation is a 
regulation adopted by various organizations across the 
EU; the main idea of GDPR is to set data protection 
compliance and regulations to provide a proper vigi-
lance over the use of technology to store information 
and ensuring secure handling of data processes [4].

2. Literature Review
A huge amount of integration happened within the 

past few decades in Information systems and Infor-
mation Technology with Organization Management 
and related operations. The functions in the organiza-
tion management required more systematic arrange-
ments about the increasing complexity and ambiguity 
in various domains in the businesses. Digitalization 
of every function of Human Resources Management 
has brought new opportunities in the businesses and 
simplicity in the increasing complexity of the Hu-
man Resource function [5], which had become much 
simpler for Human Resource managers to handle the 
tasks workforces working under them with the use of 
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technology. On the other hand, information technolo-
gy is a medium to maintain the information, transmit 
the information, provide allocation and encapsulation 
of the information among users, assign the informa-
tion, implement prediction of the possibility of future 
information, and a lot more functions [6]. With the 
increasing ease in using Information technology, it 
has also developed some security threats. The threats 
are mainly in the form of disruption in IT services or 
IT operations, further affecting the functionalities of 
Human Resources managers who are operating the 
network systems and databases under the organiza-
tions’ assets. However, to tackle these security threats, 
security strategies are developed for safer and secure 
functionality of the information technology, which 
also defends the threats towards the Human Resources 
functions and the business processes [7].

2.1. Data Security and Organizational 
Data Security

Data Security is defined as an act of taking reli-
able measures related to not allowing essential and 
confidential information to access by anyone who is 
not authorized for it. Data Security has a major role 
in the safety of an organization’s important informa-
tion and confidential reports, which are stored, cre-
ated, collected, transmitted, received, and managed 
within the organization for various functions such as 
Human Resources allocations, Marketing, and sales 
management, sales prediction, financial functions 
management, future financial predictions, important 
and strategic business operations, supply chain man-
agement, logistics and other functions [8]. The pur-
pose for a cyber attacker to attack an organization is 
for disruption in business, accessibility to confidential 
information and strategies of organizations, attack-
er’s financial gains with the help of Ransom ware and 
selling the confidential information, etc. The organi-
zation should ensure data Security in every digital or 
electronic device used for the organizations’ function-
ing purposes. It should be ensured for the safety in op-
erations and avoidance of interruption of the business 
processes [9].

2.2. Awareness of Compliances 
and Applications

The General Data Protection Regulation or GDPR 
greatly supports the compliance related to data secu-
rity and data privacy of organizations’ business pro-

cesses and between two or more organizations. GDPR 
is a collection of regulations, which has been adopted 
since 1975, mainly in EU countries. Other than the 
EU, any other country should follow the regulations 
set by GDPR when there is a trade or interrelations 
between organizations from the EU. Many Human 
Resources Managers in the EU follows GDPR while 
working with Internet or handling databases of em-
ployees and organization [10]. 

GDPR advises the laws and compliances related 
to data handling, data security, safe operations on the 
Internet, operations within the organization, intranet 
services, etc. In India, data protection and data priva-
cy rules and regulations were observed under “The 
Information Technology Act, 2000” [11]. Recently, 
data protection laws and the regulation bill have been 
passed in the Indian Constitution. This bill will be a 
possible alternative to “The Information Technology 
Act, 2000”, known as “The Personal Data Protection 
Bill, 2018”. This bill is the revamped version of the 
existing “The IT Act, 2000”. The evolution in security 
threats requires stringent laws and upgraded compli-
ances. “The Personal Data Protection Bill, 2018” will 
help tackle new technology and define the usage and 
compliance of new technologies [12].

Many organizations are reportedly using the newly 
developed Internet of Things or IoT systems in their 
organizations for using various devices such as Data-
base Servers controlling system, Surveillance camer-
as around the premises, workplace ambiance systems 
such as lighting system, etc. This simple-looking sys-
tem can prove a serious threat to the organization’s 
privacy if proper security measures are not undertak-
en. Security problems such as accessing confidential 
reports through database hacking or hacking the sur-
veillance systems to breach the corporate workplace’s 
privacy [13].

2.3. Threats faced by Organizations
Recently, there is a new type of internet threat at-

tacking, especially targeting the organizations. This 
cyber threat is known as Ransom ware. A Ransom 
ware locks the system’s data using very complex en-
cryption algorithms and asks the user to pay ransom 
in the form of blockchain currencies within a limited 
period. The data loss that occurred in organizations 
due to this kind of malware attack is very costly. If the 
ransom is not paid within the time limit, the data is 
completely erased. No data recovery procedures can 
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retrieve the data again [14]. This attack mainly hap-
pens in systems with the free version or trial versions 
of antivirus software installed or no antivirus software 
installed. In 2017, Wanna Cry ransom ware attacked 
more than 220,000 computers worldwide. It was one 
of the most devastating attacks, especially across cor-
porate organizations [15].

2.4. Security Measures Required
Various compliances and laws related to data se-

curity and internet security have strengthened its 
hold on the transfer of data functionality and use of 
the Internet as a communication medium and storage 
within the past few years. The measures taken due to 
serious threats faced by many organizations, such as 
cyber breach, Ransom ware attack, phishing attacks, 
complex malware attacks, virus attacks, Trojan attacks, 
eavesdropping attacks, etc., are now becoming com-
mon threats defended within industries. The cyber 
threats either steal the data with or without the orga-
nization’s knowledge or disable access to their orga-
nization’s data. In many cases, disruption of business 
processes and financial losses occur [16].

General Data Protection Regulation or GDPR is 
undertaken as observable compliance in various coun-
tries, especially the countries from EU or any other 
country, which are involved in businesses with organi-
zations originated from EU countries. These laws are 
undertaken to regulate internet usage compliance and 
laws on data privacy by organizations and other enti-
ties. This paper will focus on the data privacy regula-
tions observed for organizations and corporate indus-
tries only. Implementation of GDPR in organizations 
has wide outreach, which monitors processes of per-
sonal data compliances. Organizations’ data is referred 
to employees’ personal information shared with the 
organization, results or ratings of performance eval-
uation of the employees, organization’s business plans 
and strategies, organization’s confidential reports, etc 
[17]. The business operations are integrated into digi-
tal technology and digital systems. The digital systems 
are involving in data maintenance, information stor-
age, and data transfers within an intranet or through 
internet networks. These operations require essential 
safety and securities from potential internet threats.

During unprecedented times such as pandemics, 
natural calamities, etc., all the employees in the cor-
porate are bound to work through virtual meetings, 
mainly by using digital technology. In these situations, 

there is an increase in the possibility of more business 
disruption [18]. Along with the potential cyber threats 
looming around the organization, there are no repair-
ing solutions for any possible hardware or internal sys-
tem issues, leading to more possibility of disruptions 
and losses in business processes due to the barrier 
raised by the undesired situations. 

Security measures can be undertaken in organi-
zations to implement authentication protocol sys-
tems for devices used in business processes. One such 
developed algorithm for authentication protocol is 
“Challenge-Handshake Authentication Protocol.” This 
algorithm helps the network systems where “PPPoE” 
or Point-to-Point over Ethernet network protocol sys-
tems are used. Mostly in all organizations, this kind 
of network system is adopted. The “Challenge-Hand-
shake Authentication Protocol” can be implemented 
alongside the basic password protection security mea-
sure for better information safety.

Earlier, organizations used to rely on the Internet 
and intranet only to support basic security measures. 
There was very little or no threat of data security 
business processes started using the Internet and dig-
ital technology. Within a short period, an enormous 
amount of development occurred in techniques of 
data security [19].

2.5. Digital Privacy and Agreement
Recently, there is a study on collecting personal 

data and collecting data related to Internet and in-
tranet activity without proper agreement by social 
media and internet service providers (ISP). This 
study became popular in news headlines, known 
as the “Facebook-Cambridge Analytics digital data 
harvesting case.” Any user must be well aware of any 
data they are giving to internet service providers or 
any social media database with proper consent. The 
Human Resources managers have various function-
alities such as the Learning and development portal, 
compensation and reward management, or any func-
tion on the intranet. By remote access, the intranet 
facilities can be accessed through an internet service 
provider. If a secured network is not maintained, 
then the HR processing information can be easily 
collected. Also, the internet service providers follow 
strict laws and compliances for providing internet 
services as per “The IT Act, 2000”. A proven breach 
in the law and compliance can attract heavy fines to 
the service provider [20].
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2.6. Data Handling and Processing amid 
cybersecurity threats

Various stakeholders manage databases under the 
organizations’ assets. The Human Resources manager 
handles the processing of employees’ personal infor-
mation during the onboarding process, recruitment 
process or attrition process, managing and handling 
information of employees’ compensation and benefits 
plans in the organization, salary plans and structure, 
strategies devised for organization business processes 
by chief managers and board of directors and all such 
organizations’ processes are very important. Leakage 
of any such information outside the organization is 
undesirable [21].

2.7. Human Resource Management, HRIS, 
and Data Security

Human Resources Information System or HRIS is 
an amalgamation of human resources functionality 
and information technology, which reduces human 
resource managers’ physical workload and helps in 
organizing complex human resources functions. HRIS 
plays an important role in the working functionality 
of almost all possible Human Resources Management 
processes such as Employee Hiring, Administration, 
Managing employee benefits, Recruiting, Learn-
ing and Development of employees, Management of 
Performance Appraisals and Performance manage-
ment systems, HR Planning, Payroll management, 
Compensation and Reward Management, Leave and 
Absence management and many other functions. 
HR Analytics also involves the usage of information 
technology. It has significantly refined the adequa-
cy of information for Human Resource managers by 
using various analytical tools. All these components 
used as information technology require equally nec-
essary effort to safeguard and proper monitoring of 
possible malfunctioning of the systems. Organizations 
are making serious efforts in its safety and privacy of 
Human Resources Management information and con-
fidential data. With the increase in the usage of HRIS, 
data safety and information encapsulation in the form 
of data security are essentially undertaken by the or-
ganizations [22].

3. Research Methodology
The methodology adopted for this research is Fun-

damental Research. For this research, the Human Re-
sources managers were approached to get an insight into 

data protection and data security in their rganizations in 
the form of open-ended interviews. The type of data col-
lected is in both kinds, qualitative as well as quantitative 
data. The qualitative data were collected in the form of 
transcripts, generally explaining the security strategies 
adopted in their organizations. The qualitative data in 
the form of interview responses are analyzed by con-
tent analysis. The transcripts for the strategies used for 
data security and data privacy are separated according to 
words and texts; based on the similarity in the protection 
strategy mentioned in the responses, they are tabulated 
and summarized. The quantitative data is then collect-
ed in the form of a Likert scale questionnaire and an 
opinion-based questionnaire. [23]. The data collection 
for this type of data is carried out based on the output 
achieved from the interviews and transcripts from the 
qualitative analysis. From the qualitative data analysis, 
the quantitative questionnaire was generated based on 
the identified themes from the analysis. The quantitative 
analysis is carried out to determine the strategies and 
techniques involved in safeguarding the organizations’ 
network systems based on the previously received quali-
tative data in detail.

This research examines the strategies adopted by 
the organizations and the Human Resource manag-
ers to ensure proper security of the workspace in the 
digital environment they are working in. The summa-
rized data from the qualitative analysis are then used 
to generate the questionnaire for quantitative analysis. 
The quantitative analysis will collectively help to iden-
tify the variables to identify the awareness among HR 
Managers about data security and data protection in 
the field of Information Technology, general aware-
ness about GDPR and “The Personal Data Protection 
Bill, 2018” and determine the level of urgency for ad-
aptation of cybersecurity strategies among the manag-
ers. From the transcripts and responses obtained, un-
derstanding the involvement of GDPR in data privacy 
and data security is also determined. From the com-
bined analysis of the qualitative and quantitative data, 
important technological suggestions related to data 
security and effective strategies for safe usage of the 
digital systems in the new age of technology are iden-
tified and structurally summarized accordingly [24].

4. Results and Discussion
The Human Resources managers gave insights 

about data protection and data security in their or-
ganizations in open-ended interviews. The respons-
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es collected were in two parts; they are open-ended 
transcripts as qualitative data and the form of opin-
ions from the Human Resources Managers supporting 
for further analysis of the quantitative data collected. 
The response collection was carefully done, keeping 
in mind avoiding biased results in analyzing the data 
and letting the interviewee answer informally. A total 
of 88 responses were collected belonging to various in-
dustry sectors. The responses obtained are segregated 
according to Industry Sectors across India [25].

From the data, the segregation can be visualized 
shown in Figure 1:
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Figure 1: Distribution of human resources manager respondents 
as per different industry sectors

4.1. Qualitative Analysis
For the qualitative part of the responses received, 

interviews were coded and analyzed based on ques-
tionnaire themes. The interview questionnaire was 
structured in such a manner that it would enable us 
to gather some information from certain fundamental 
areas. In contrast, it will be free enough to help the 
interviewee detail some more aspects of data security 
and data protection. The following analysis and find-
ings were recorded.

They were asked about the various security strategies 
they think their organization adopted to ensure data se-
curity and data protection from any potential cyber-at-
tacks and understood their views on the same. Then they 

were asked about their thoughts and views on the securi-
ty measures they would undertake and the existing strat-
egies adopted in their organization. The interviews in 
the form of a questionnaire encouraged them to portray 
the strategic structure of their organization’s data protec-
tion and data security features. The responses were tran-
scribed from all the respondents to be combined and 
tabulated according to the similarity and nature of the 
security measures and threats recorded. 

In this analysis phase, the transcribed data were not-
ed and checked for matching phrases and word sim-
ilarity, which the respondents most usually used. The 
patterns and creativeness of the explanation of the vari-
ous strategies were analyzed. From the content analysis 
of the transcripts, the information is summarized and 
collectively merged into a list of distinctive strategies 
adopted across organizations. The interviews about the 
main questions based on prominent threats considered 
potentially harmful for organization security, strategic 
measures undertaken by the organizations, and addi-
tional measures they think the organizations should 
undertake. A combined list of the tally sheet was gener-
ated for the analysis of the responses. 

During the interview, the respondents had men-
tioned the possible themes of cybersecurity threats; 
among them, prominent threats recorded were:
• Leakage of Employees’ Personal Data, which is 

shared with the organization
• Leakage of confidential organization strategies
• Malware attacks disrupting operations of Businesses
• Invasion of hackers in the organizations’ intranet

The entire respondent mentioned that an invasion 
of hackers into the organizations’ intranet in spyware, 
eavesdropping attacks, and other espionage techniques 
could prove disruptive to the organization’s business-
es. Malware and Ransom wares are detrimental to the 
business processes of the organization and are seriously 
considered a threat. One of the common and important 
threats identified among respondents was the leakage 
of Employees’ Personal Data, which is shared with the 
organization; the Human Resources managers han-
dling the database of the employees’ related informa-
tion must be safeguarded. The respondents also con-
sider confidential organizational strategies leakage as a 
threat and consider malware attacks such as Ransom 
ware, phishing attacks through emails and various oth-
er sources, etc., as a threat, which can disrupt business 
processes. All this information indicates a change in the 
way of working by Human Resources Managers in the 
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cyber workspace in a secured way of processing the or-
ganizations’ information and data security [26]. Also, 
there is an increase in the awareness of data security 
from this aspect. Security Threats Identified in Table 1.

Table 1
Security threats identified

Threats
Number of 

HR Managers 
Responded

Leakage of Employees’ Personal Data, which 
is shared with the organization 75

Leakage of confidential organization 
strategies 79

Malware attacks disrupting operations of 
Businesses 74

Invasion of hackers in the organizations’ 
intranet 82

The next question followed in the interview was 
about the important measures and strategies under-
taken by the organizations. Also, the respondents give 
insight into the collective views on the necessary addi-
tional strategies, which, according to the respondents, 
should be adopted in the organization in the future. 

During the interviews, the major themes, which 
are emerged from the interviews and transcripts, are 
the various data security strategies being adopted by 
the organization; from them, the strategies, which are 
prominently highlighted, were as follows: 

Database backup through cloud backup or by using 
remote location backup, Securing the database where 
the cloud servers are located by ensuring adequate se-
curity measures undertaken, use of officially updated 
antivirus systems, Use of VDI or Virtual Desktop In-
frastructure system, Use of SDN or Software Defined 
Networking for proper monitoring of the intranet 
network systems in the organization, Using bit lock-
er systems in the organization, Securing the database 
by encryption and decryption of database using cus-
tomized algorithms created within the organization, 
Implementation of network firewalls and proxy serv-
ers, Usage of sophisticated encryption and decryption 
algorithms such as RSA algorithm, AES algorithm, 
DES algorithm, etc., Secured usage of emails and data 
transfers, Maintenance of intranet system for data se-
curity breaches, usage of two-level or multi-level au-
thentication protocols in the intranet. 

All the mentioned strategies are indicating towards 
a direction the data protection strategies are adopt-
ed and securely implemented. The themes emerging 

from the responses are that, to support and secure the 
network systems, there is a need for additional aware-
ness of how the data are stored and handled. Listed 
strategies are undertaken for data security measures in 
various organizations in Figure2.

Figure 2 : Listed strategies are undertaken for data security 
measures in various organizations

The respondents have emphasized the importance 
of adopting a Cloud-based database backup security 
strategy across all the organizations, as shown in Table 2. 
Some respondents have also mentioned implementing 
official updated antivirus security in the organization 
as a security measure. A set of respondents found that 
the network firewall systems and the implementation 
of secured proxy servers in their organization are ef-
fective strategies. The respondents have also mentioned 
using Virtual Desktop Infrastructure systems and Soft-
ware-Defined Networking systems implemented in the 
organization, which are used for secured monitoring 
and remote working on the network systems. The re-
spondents belonging from the IT industry sector have 

Table 2
Strategic measures responded by HR managers

Strategic Measures Adopted in Organizations
Number of 

HR Managers 
Responded

Database backup through cloud backup or 
by using remote location backup 56

Use of officially updated antivirus systems 48
Use of VDI or Virtual Desktop Infrastructure 
system 25

Use of SDN or Software Defined Networking 24
Using bit locker systems in the organization 21
Usage of sophisticated encryption and 
decryption algorithms such as RSA algorithm, 
AES algorithm, DES algorithm, the SHA256 
algorithm

22

Implementation of network firewalls and 
proxy servers 29
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mentioned that the usage of customized encryption and 
decryption algorithms developed from within the orga-
nization will securely encapsulate and provide access to 
only the authorized personnel of the organization, the 
organization’s information, although respondents have 
commonly found an effective strategy to carefully and 
securely use e-mail services for information transfers. 
All these strategies are essential for determining ade-
quate security in the organization’s functions [27].

Based on the findings, these prominent themes 
were identified from the qualitative analysis to recon-
firm the results obtained from the qualitative analysis 
and test it again on a greater sample. The quantitative 
data was further analyzed. So, the questionnaire in the 
quantitative data was framed on the outcome of the 
qualitative data analysis that was found.

4.2. Quantitative Analysis
From the qualitative analysis, there were many 

prominent strategies and potential threats, which were 
identified. A quantitative questionnaire was generated 
to analyze the sample responses based on a Likert scale 
questionnaire and an opinion-based questionnaire 
with the identified themes from the analysis.

For further analysis, the questionnaire developed 
was on the inquiry about the views on the awareness 
on the involvement of GDPR and awareness of “The 
Personal Data Protection Bill, 2018” in the process of 
protection of data and the rating on a scale of 1 to 10 
for the requirement of implementation of data protec-
tion strategies in organizations is shown in Figure 3. 

74%

16%

10%

Awareness of General Data Protection Regulation 
involvement in business processes

Yes No Maybe

Figure 3: Graphical representation of responses regarding 
awareness of general data protection regulation involvement 
in business processes

The respondents were asked about “Whether they 
are aware of GDPR involving in the global business 
processes and India.” More than 74% responded as a 
response as Yes, 16% responded. No, and 10% of re-
spondents were neutral; that is, they somewhat know 
about it.

Also, they were asked about India’s law on data pri-
vacy in the form of “The Personal Data Protection Bill, 
2018”. About 65% of the respondents agreed that they 
are aware of it, 28% were not aware, and 7% responded 
neutrally, as shown in Figure 4.

65%

28%

7%

Awareness of "The Personal Data Protection Bill, 2018"

Yes No Maybe

Figure 4: Graphical representation of responses regarding 
awareness of The Personal Data Protection Bill, 2018

From this initial data analysis, it can be inferred 
that the Human Resource Managers are well aware of 
the provisions of data privacy laws and regulations in 
India and global markets, as shown in Figure 5.
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Figure 5: Graphical representation of responses regarding the 
percentage of ratings obtained for the need for data security 
measures in organizations

The ratings by the respondents regarding the neces-
sity for data security and data privacy due to various 
mentioned potential threats for organization network 
systems security are recorded. The data recorded from 
the respondents indicates that on a scale of 1 to 10, 
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maximum respondents have rated 9 out of 10 for the 
need for data privacy and data security, that is around 
47% of the respondents. 24% consider giving a rating 
of 10 out of 10 for the requirement of security. 27% of 
respondents have rated 8 out of 10, and the remaining 
2% of the respondents have rated 7 out of 10.

5. Findings
According to the analysis of the information col-

lected, the qualitative interviews were conducted 
based on the questionnaire theme. It was determined 
that the Human Resources managers working in var-
ious industry sectors have responded about the need 
for cybersecurity in the organization, the strategies 
undertaken, and the requirement for more security. 
There are few very good data protection strategies 
mentioned in the transcripts adopted by the organi-
zations and few essential strategies, which are com-
monly used across all the organizations. Based on the 
findings for the strategies prominently identified here, 
quantitative data analysis was implemented to analyze 
the findings further.

The results suggest that strategies such as cloud-
based or remote location-based data protection 
backups are common in nature from the qualitative 
analysis. Implementation of organization-wide fire-
wall network systems is an effective strategy to block 
the access of potential malware entering the systems. 
High-level stringent strategies such as the implemen-
tation of encryption and decryption algorithms such 
as RSA algorithm, AES algorithm, DES algorithm, 
or SHA256 algorithm provide some stringent mea-
sures in securing the organization database and con-
fidential reports. Other strategies identified are using 
software-defined networking and virtual desktop in-
frastructure, securing usage of email services. Confi-
dential data transfer through emails, essentially using 
the full version of any antivirus software, regularly up-
dated throughout the organization. Few IT organiza-
tions are using their build encryption and decryption 
architecture system from their R&D section itself. One 
such organization implementing this strategy is Cisco 
Systems, as per information received from the tran-
scribed data. 

From the quantitative analysis of the responses 
collected, it was determined that there is a significant 
level of awareness observed among the Human Re-
sources managers about the involvement of General 
Data Protection Regulations, the existing “The Infor-

mation Technology Act, 2000” and the new “The Per-
sonal Data Protection Bill, 2018” in maintaining the 
law and compliance for data security and data privacy. 
This kind of awareness can ensure that the Human 
Resource managers can handle any. IT-related compli-
ance issues, which can happen in case of any cyber-at-
tacks at the organizations. 

The data analysis also evaluated the need for data 
security and data privacy measures and strategies 
from the Human Resources managers based on the 
Likert scale analysis. It is found that on a scale of 1 
to 10, the majority of the respondents rated 9 out of 
10 for the need for security. The majority consists of 
around 47% of the respondents. The next majority of 
the respondents rated 8 out of 10, around 27% of the 
respondents. It is noticeable that there is seriousness 
among the Human Resource managers about the ne-
cessity of data security and system security measures.

From the combination of the qualitative and the 
quantitative analysis, the qualitative analysis has iden-
tified the strategies and the prominent threats. These 
responses were further analyzed for the quantitative 
data analysis. The further analysis essentially deter-
mined the involvement of the existing law and com-
pliances with the strategies identified and the neces-
sity of the strategies required for the implementation 
in the organization to defend the use and operation of 
technology. 

6. Conclusion and Discussion
This paper aims to evaluate the efficacy of the data 

protection policies adopted by Human Resource Man-
agers across various organizations and assess their 
knowledge of data protection legislation across the 
business processes.

The analysis for this paper was carried out by ini-
tially conducting interviews based on questionnaires. 
The questionnaire open-ended enquired about the 
potential threats that the Human Resource managers 
consider disruptive in the business processes. It also 
enquired about the important strategies implemented 
in the organization to safeguard the organizations’ op-
erations and businesses. A quantitative questionnaire 
was generated to analyze from these responses and in-
formation collected on a greater sample, based on the 
findings from the qualitative analysis. This quantita-
tive questionnaire determined the information related 
to the responses collected from the previous analysis. 
It determined the involvement and functions of law 
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and compliance for the organization’s data’s protection 
and security. It also determined the necessity for the 
data protection strategies required to defend the men-
tioned threats and the effectiveness of the strategies 
implemented.

Discussions related to the measures taken, such as 
data security and data privacy, have created a notice-
able feature in the Human Resources Managers job 
roles. A Human Resource manager has to ensure no 
discrepancies for the security and protection of the or-
ganizations’ IT systems while working with confiden-
tial data. Managerial data in the form of confidential 
reports, employees’ personal details database, apprais-
als database, salary details database, all this informa-
tion are confidential details of an organization. These 
details should not leak outside the organization. 

The HR managers adopt many strategies to safe-
guard the data are mentioned such implementation of 
network firewall system for securing the network from 
malware, spyware, Trojan-attacks, Ransom ware, etc., 
usage of cloud-based data backup or remote location 
data backup with regular backing up of database, im-
plementation of encryption and decryption systems 
for securing databases by using simple software such 
as bit locker, or by using complex algorithms such as 
RSA algorithm, AES, DES, etc., using networking sys-
tems such as Software Defined Networking and Virtu-
al Desktop Infrastructure, using an officially licensed 
version of antivirus software with regular updates of 
new threats, operating email services and transferring 
data with proper vigilance while using it, ensuring 
network security protocols are used while using email 
servers. 

Attacks in Ransom wares are a serious networking 
issue, and organizations frequently encounter them. 
These threats attack from open and unused network 
ports. The firewall system assumes a secured network 
connection operating, and the Ransom ware gets ac-
cess to the system. Losses from Ransom ware incurred 
are in huge amount. 

The Human Resource managers involved in the or-
ganization’s IT sections should have adequate knowl-
edge about new information technology threats and 
security. Cyber attackers are developing new and in-
novative ways of attacking and creating possible ex-
ploits in digital systems. Cybersecurity is now proved 
to be a necessity for organizations’ safety. Information 
handling by Human Resource managers must be done 
attentively and in a secured manner. The training for 

awareness of cybersecurity will provide great support 
in managing the tasks in cyberspace. In addition, the 
awareness and usage of cybersecurity laws and com-
pliance will benefit the Human Resources manager in 
having security and protection from data theft threats 
and cyber-attacks. The involvement of General Data 
Protection Regulations, the existing laws in India such 
as “The Information Technology Act, 2000” and “The 
Personal Data Protection Bill, 2018” in the security of 
technological assets of the organization should be es-
sentially determined. 

In conclusion, this research provides an insight into 
the detailed strategies implemented by the organiza-
tions and how the Human Resources managers handle 
such strategies to secure the network. Ultimately, it is a 
requirement to create a barrier from the possible dis-
ruption of the organization’s business processes using 
technology and cyberspace. It also indicates the level 
of necessity for cybersecurity in organizations. Most 
of the Human Resources management processes have 
transformed from old methods into new ways of using 
technology in the process. The integration of Human 
Resource processes and information technology have 
provided ease of doing business to the organizations.

7. Managerial Implications
The Human Resource managers are using strat-

egies, which are effective against the current cyber 
threats. All kinds of cyber-attacks, which are targeting 
organizations, are constantly evolving and develop-
ing every day. The attackers are always trying to find 
loopholes in the digital systems and the information 
technology implemented across various industries. 
The organizations should also constantly keep work-
ing on implementing new strategies to defend the 
possible incoming cyber-attacks in any form. As the 
cyber-attack strategies develop, the Human Resources 
managers must also support the evolution of organi-
zation strategies simultaneously to keep up with the 
stringent security measures. The basic level of devel-
oping data protection strategies is to possess an offi-
cial licensed Operating System. It should be updated 
periodically for new patches and security upgrades. 
Another measure is to ensure that there is official full 
version antivirus software available across the network 
systems. It runs antivirus scans and anti-malware 
scans on a routine basis throughout the available in-
tranet systems used by Human Resource managers of 
the organization. The managers should also ensure the 
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availability of secured firewall systems at the organi-
zations’ intranet network and at the workspace where 
the Human Resource manager is working. There is a 
necessity for proxy servers in the organizations’ net-
work systems for blocking malicious data transfers 
from the Internet.

The level of awareness among the Human Resourc-
es managers about the laws and compliances related 
to data security, which are observed under the organi-
zations’ respective jurisdiction, is essentially required. 
There is a need for extensive awareness about the cur-
rent and updated data protection laws such as General 
Data Protection Regulation, “The Information Tech-
nology Act, 2000” or “The Personal Data Protection 
Bill, 2018”. Furthermore, the managers should com-
pulsorily ensure the safety of the network systems and 
the digital systems operated in the organization by us-
ing the mentioned strategies such as Cloud-based da-
tabase backup, use of cryptographically algorithms if 
feasible, usage of network firewall and internet proxy 
servers, and setting up of data security and data pro-
tection awareness training sessions.
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